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The workplace is changing, 
as employees demand to use 
their own smart devices to their 
daily business. BYOD (bring 
your own device) is like a river 
busting its banks; suddenly, all 
that was restricted becomes 
acceptable. BYOD is more 
than using your own tablet or 
smartphone at work; it is the 

visible edge of a massive IT paradigm shift. 

BYOD pushed consumer devices into the heart of 
enterprise IT and accelerated the shift to the cloud and 
virtual desktop environments for all user IT interactions. 
“It seemingly reverses the mainframe-to-PC movement 
by packing both applications and data in the cloud and 
putting an extremely high-tech can opener - with a screen 
- in the hands of the user”. 

BYOD has many advantages; it can increase employee 
productivity, facilitate the work of employees in the 
field, and lower costs, among others. BYOD also brings 
a number of problems - security, support, costs and 
resources requirements among them. 

VDI and browser-based solutions, though, can resolve 
many of these problems. A cloud-based platform with a 
virtual desktop infrastructure (VDI) separates users from 
the corporate data; only rigorously authenticated users 
can access corporate data. Since data remains in the 
cloud and never on the device, and one cannot transfer 

data to other devices, there is no risk when users upgrade 
their devices or when a device is lost or stolen.

Browser-based and VDI solutions, generally, need no 
software installation; they work on any device, reduce 
costs and support resources. These interfaces simplify, 
and tame, the fear-inspiring task of maintaining corporate 
security while facilitating employees access to all of 
the enterprise’s data, applications and networks from 
whatever mobile device they choose to use, wherever 
they happen to be at any time.

The BYOD/VDI/cloud trinity creates an opportunity 
for communications service providers to develop new 
revenue streams by managing mobile services, such as 
BYOD, for businesses. 

The theme of this edition of Connect-World North 
America is - Metamorphosis - the enterprise meets 
BYOD, VDI and the cloud!

Fredric Morris,
Editor-in-Chief, 
Connect-World 
editor@connect-world.com 
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Cloud precautions

Cloud solutions - The devil is in the details
by Andy Burton, Chairman, Cloud Industry Forum

Cloud support is now a mainstream option for most organisations. The benefits - flexibility, 
easy access, scalability, cost effectiveness and pay only for what you use - are well known. 
Still, when thinking about cloud services must thoroughly consider their overall company 
and IT strategies. Among the primary areas of concern when using cloud-based services are 
the security of company data and networks, disaster recovery, accountability of the service 
provider, SLAs and the licensing of software used on the cloud.

Andy Burton, is the Chairman of the Cloud Industry Forum. Mr Burton is also the Chief Executive Officer and the Chief Executive 
Officer of the Fasthosts Internet Group where he leads the strategic development of the company. Mr Burton has over 15 years 
managing technology companies in the security, monitoring and asset management markets. Previously, Mr Burton held CEO roles at 
Centennial Software; Content Technologies (Baltimore), and Chubb Information Security Mr Burton was also Chief Operating Officer 
of ClearSwift, and held Managing Director posts within the publicly traded Chubb Security Group (now UTC) and Securicor Group 
(now G4S). Mr Burton is a Non Executive Director of FAST.

Andy Burton has an MBA in Business awarded by the Open University and a Diploma in Company Direction from the Institute of 
Directors.

‘Cloud’ is no longer a nebulous business 
buzzword. Three quarters (76 per cent) of 
all organisations in the US and 62 per cent 
of UK organisations already consciously 
use cloud computing in some shape or form 
within their organization for at least one 
service. Satisfaction rates stand well above 90 
per cent.

Whilst the adoption of cloud solutions should 
look very attractive to organisations on many 
levels (the achievement of flexibility, ease-of-
access, immediate scalability, agility and cost 
efficiency using pay-as-you-go practices), 
there are equally a number of delivery aspects 
and accountabilities that cloud computing 
can touch upon that are not as intuitive 
and require a deeper consideration before 
contracting. These aspects are critically 
important in making rational deployment 
decisions but are rarely given sufficient 
consideration compared to the positive 

hype that is so readily peddled. Anyone 
considering cloud services adoption must 
assess their decision not just on the technical 
constraints and requirements, but also ensure 
they have understood the impact upon IT 
strategy, IT security, service contracting and 
software licensing in order to avoid pitfalls at 
a later date.

To put these facets into, context let’s consider 
them in turn.

The cloud and IT strategy

Any one organisation that has a variety of 
different application areas and operational 
needs is likely, over time, to have a 
combination of on-premise, hosted, SaaS 
(software-as-a-service) and private/hybrid 
cloud solutions. In fact, this is likely to become 
the norm, so a key issue in future IT strategies 
has got to be in providing good governance of 

IT for broad distributed networks and a variety 
of managed and unmanaged deployment 
options. As such, clarity of controls, end-
to-end monitoring, alerting, reporting and 
operational transparency will be vital to 
effective IT delivery. Care is also needed 
to ensure that, in driving up efficiency and 
driving down costs, new risks are not created 
due to lack of skills or tools to manage the new 
order of IT services.

Equally, due consideration has to be given to 
inter-operability/portability of data. So, when 
IT applications are delivered as a service, 
the data owner should be able to maximise 
efficiency by balancing the mix of on-premise 
and hosted services. This means avoiding 
unnecessary replication or re-entry, and that 
data is fully recoverable in a usable form at 
the end of any contract term.

A further consideration as part of the IT 
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strategy has to be that of disaster recovery 
or business continuity. Some organisations 
use cloud as a fallback solution, others as a 
primary; but in either event understanding the 
business continuity risk and requirement is 
still essential. 

Cloud impact upon IT Security

Whilst security is not an issue wholly related 
to any specific IT deployment models, it is an 
issue that attracts a great deal of FUD (Fear, 
Uncertainty and Doubt). Coupled with the 
nascent market conditions for cloud, there 
are many myths about security concerns 
related specifically to cloud based solutions. 
Security has to be a proactive component of 
all IT operations regardless of delivery model 
and to be effective it has to embrace policies, 
practices, tools and training. There will always 
be those that argue that security is easier 
on-premise because you have direct access 
and ownership of the IT equipment. There 
are those that argue that professional cloud 
providers are likely to have higher standards of 
security for their data centres than the average 
company can afford on-premises. Either in 
isolation is not a valid argument.

When assessing cloud-based solutions it is 
equally important to understand with crystal 
clarity the accountabilities of the parties. 
In a SaaS delivery model, it is likely that 
all but password creation is in the hands 
of the service provider, whereas in an IaaS 
(infrastructure as a service) model the end-
user is likely to have root access control 
of their infrastructure and therefore are 
responsible for defining and managing the 
bulk of security practices. 

At their heart, cloud based solutions can 
introduce three new risks to manage. First, 
by nature cloud uses an untrusted network - 
the Internet - so, depending on the sensitivity 
of data, appropriate mechanisms to secure 
communications and access to data need to 
be implemented. Second, some cloud service 
providers (CSP) will operate multi-tenancy 
implementations and customers should 
closely examine their CSP’s penetration 
testing to ensure the integrity and security of 
data stored on their platforms and to ensure 
their data is not accessible by a third party. 

Finally, since CSP’s are aggregators, 
offering services to many customers, as the 
CSP grows so do the risks; they become, 
compared to an on-premise implementation, 
a more appealing target to the hacking 
community or those wishing to target DDoS 
(distributed denial of service) attacks. 
Professional CSP’s should be able to provide 
assurances regarding their defences and 
countermeasures to any external attack.

Cloud service contracting

Arguably one of the biggest impacts of 
cloud services adoption is getting used to 
the cultural and operational changes of 
having IT delivered as a service. Some 
have seen the use of cloud as transitioning 
responsibilities under contract to third party 
service providers; however the governance 
of IT and corporate responsibilities for 
matters such as data protection cannot be 
delegated outside the end user organisation. 
Therefore, understanding with clarity which 
party is responsible for which elements of 
the delivery of the cloud service is critical to 
ensuring effective governance of IT. 

Adoption of cloud services should not 
obfuscate the responsibility for IT, which 
will always be the strategic responsibility 
of the user. In service models like SaaS, 
the boundaries are fairly clearly defined 
as the greater part of the stack is delivered 
as a turnkey solution, however, even in 
this scenario, consideration must be given 
to disaster recovery capability should the 
service ever fail. For IaaS (infrastructure 
as a service) and PaaS (platform as a 
service) solutions, clear accountability 
of the service provider and the end user 
should be documented and agreed upon to 
avoid misunderstanding or gaps in service 
delivery; ideally this should be backed up 
with a clear service level agreement (SLA) to 
guarantee performance.

Cloud and software licensing

Finally, and by no means least, the use 
of cloud services does not ensure license 
compliance, far from it. Again, whilst a SaaS 
delivery model will likely include licensing 
considerations within the rate charged for the 
service, IaaS and PaaS solutions may only 
cater for the operating system used; the end 
user organisation is responsible for licensing 
application software. 

Furthermore, licenses used by an 
organisation on-premise may not necessarily 
transfer to a hosted or cloud solution unless 
the EULA (end user licence agreement) or 
contract specifically allows this. Therefore 
the need for an effective software asset 
management programme is as relevant in 
the cloud era as it was in the on-premise era. 
Given the added complexity of BYOD and 
mobility, licensing requirements will tend to 
get more demanding and intricate in the near 
term. Whilst the variable costs of hardware 
and networks are largely under control and 
getting easier to simplify, obtaining value 
from software assets is an increasingly 
demanding and critical aspect of managing 
IT today. 

So, whilst cloud is a powerful and 
compelling opportunity for most if 
not all organisations, accountability 
and application of strategic thought 
cannot be allowed to take a back seat. 
The benefits of cloud are clearly worth 
pursuing. Nevertheless, one needs a 
clear understanding of cloud benefits and 
vulnerabilities to ensure a robust and 
sustainable IT service platform for your 
organisation in its increasingly hybrid state. 
l

Cloud precautions
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CSPs, cloud and BYOD

BYOD needs cloud cover 
by Brian Kracik, Director Product Marketing Cloud Solutions, Oracle Communications

There is a real opportunity for CSPs to develop new revenue streams by managing mobile 
services, such as BYOD, for businesses. CSPs can become the trusted and valued providers 
that enterprises seek for their advice and their business network capabilities. Successful 
BYOD and virtual desktop infrastructures need business networks that are reliable, always 
available and scalable to meet demand - and CSPs have been delivering these qualities for 
years. CSPs need to recognize and understand this opportunity and not miss out

Brian J. Kracik is the Director of Product Marketing SDP and Cloud Solutions at Oracle. Mr Kracik is the lead for strategic service 
delivery platform initiatives and public cloud solutions; he has more than 21 years of telecommunications experience. Prior to joining 
Oracle, Mr Kracik held various lead positions focused on business development and marketing for BEA Systems and Sun Microsystems. Mr 
Kracik has also been a director at several wireless and wireline operators including McLeod USA, Sprint Cellular, 360 Communications 
and Alltel, managing teams of engineers in the financial planning, design, build-out and optimization of these operators’ markets. 

Brian Kracik holds an MBA from DePaul University, a Bachelor of Science in Electrical Engineering from The University of Illinois and 
Bachelor of General Studies from Armstrong State College.

In most enterprises, the working environment 
and employee experience is quite different 
from that of three or four years ago. Most 
people in developed economies around the 
globe have become accustomed to accessing 
information whenever they want, over any 
medium, and on a device of their choosing. 
These people now expect to transport their 
consumer experiences into their workplace, 
and this is forcing employers to shift their 
attitudes and their work-place practices. 

What role, then, do communications service 
providers (CSPs) have to play in making 
this shift a reality? This shift gives CSPs an 
opportunity to move beyond being a mere 
bandwidth provider and deliver billable value 
added services that help organisations meet 
their employees’ expectations. 

Embrace BYOD 

Technology is empowering users and making 
everything easier. This trend is easy to see 
in the ever-growing smartphone and tablet 
market. Analysts predict that in 2016 there 
will be over 76 million more smartphone 
users in the US than today. By downloading 
mobile applications and configuring their 
mobile devices to suit their personal needs, 
users can access a raft of information and 
services, from the latest train times to the 
ability to order their evening meal. Today, 
people are increasingly using these same 
devices at work, in a trend dubbed ‘bring 
your own device’ (BYOD). 

Offering employees the opportunity to BYOD 
can provide many benefits. When employees 
work with a device of their own choosing, 

with which they are familiar and comfortable, 
they are more satisfied and productive. So 
enterprises are increasingly embracing BYOD 
- although some are quite slow to address the 
challenges it poses. 

As enterprise applications for mobile 
devices permeate the market, employees 
will increasingly want to connect to business 
networks from their own homes, vehicles, 
or even from public WiFi networks in coffee 
houses. As such, organisations need to ensure 
that any device that connects to the network 
does so in an authorised, safe and secure 
manner from wherever it may be and that 
data security is not compromised if the device 
is lost or stolen. 

With a ‘choose your own device’ (CYOD) 
programme, enterprises provide employees 
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with a pre-approved list of devices to choose 
from. This lets IT departments retain a degree of 
control over the devices accessing the network 
and can tailor the systems to cope with demand. 
Nevertheless, CYOD also increases the burden 
on the IT department, who need to quickly test, 
certify and offer the latest devices. Since mobile 
devices go through generational changes in a 
matter of months this is no easy feat. A more 
cost effective strategy might be to contract 
enterprise mobility services from CSPs that can 
administer the corporate networks and manage 
device lifecycles as a core part of their business.

Take your cloud offering to the next level

Effective BYOD and CYOD strategies also 
require application and service provisioning 
models tailored to each organisations specific 
business needs. Increasingly enterprises 
are embracing the flexibility of both public 
and private clouds. Public cloud is where 
CSPs come into the equation. According 
to a recent Ovum report, IT departments 
inadequately manage nearly eighty per cent 
of current BYOD activity. This suggests 
there’s a real opportunity for CSPs to step up 
and deliver a superior employee experience, 
better business efficiency, and scalable, 
flexible, cloud architecture focused on device 
management, connectivity and collaborative 
communication services.

CSPs will need to extend their existing 
approaches to the enterprise where managed 
services and Infrastructure as a Service 
(IaaS) have been the focus. The advent of 
geographically distributed workforces and 
mobile access to enterprise data has created a 
significant opportunity to add services beyond 
this and provide a secure platform supporting 
smarter working strategies. Virtual desktop 
infrastructure, for example, offers users safe 
access to their work desktop anytime and 
from anywhere. Providing users working 
from multiple locations and multiple devices 
with remote access to various business tools 
and processes is not enough, CSPs must 
guarantee Quality of Service (QoS) to ensure 
employees can be productive while mobile. 
In this way, CSPs not only enable businesses 
to increase employee productivity, they also 
position themselves at the heart of the process 
and become a valued technology solutions 
provider for enterprise cloud, creating a new, 
potentially sizeable, revenue opportunity 
through diversification.

Collaborate and communicate

A unified communication and collaboration 
(UCC) solution is one service CSPs could 

offer enterprises through the cloud. UCC 
supports smarter enterprise work initiatives, by 
encouraging communication and collaboration 
among employees via email, instant 
messaging, calendaring, MMS, social media, 
and SMS using multiple devices, locations 
and channels. By combining these forms of 
communication via a desktop and network, 
CSPs lets collaborating colleagues keep up to 
date on each other’s whereabouts and status 
- regardless of their device and location - and 
help organisations by easing the challenges of 
managing a remote workforce. 

With collaborative technologies available 
on almost any connected device, teams can 
effectively communicate without needing to 
be in the same room - which is critical for 
both the team and individual performance. As 
a result, in today’s professional environment, 
UCC is a service that allows CSPs use one of 
their core assets to become trusted partners of 
their customers.

Beyond hosting applications that enable 
communications and collaboration, CSPs need 
to understand how enterprise communication 
needs are changing as businesses move 
into the cloud, and adjust their offerings 
to accommodate this. Traditionally, CSPs 
have been at the core of every recent 
communications evolution - from the rapid 
uptake of mobile devices to accessing business 
emails on the move. Cloud-computing 
networks will move this trend to a higher level 
as business applications become more easily 
accessible and useable on the go. 

As such, CSPs should seek to understand their 
clients’ communication needs better than any 
other service provider, to help them leverage 
the cloud and communications as a way to 
better their business. For instance, a health 
organisation such as the Pan American Health 
Organization, may wish to collate and store 
the information from a clinical trial in the 
cloud. By understanding this need, the CSP 
can create the business process to ensure the 
cloud platform scales computing power up 
and down, provides proactive communication 
between the trial and employees, and adheres 
to the tough data security requirements.

For the first time, organisations seek not 
only to leverage computing power and store 
data in the cloud, but also to edit information 
and collaborate with employees through it. 
As owners of the platforms responsible for 
making the cloud a reality, as well as being 
in constant communication with software 
and hardware vendors with the technology to 
keep the cloud a secure and effective platform, 

CSPs understand the cloud’s capabilities better 
than any other industry, and are well placed to 
take the offering to the next level.

Better manage the network

Aside from managing business applications 
and monetising the cloud, the emergence 
of real time web communications in 
the workplace creates another revenue 
stream CSPs can tap. Real-time web 
communications will provide a seamless 
browser based environment where live video 
conferencing can be set up with the click of 
a button. This allows colleagues to effectively 
collaborate, share content and insight with 
each other even if they are not in the same 
location, and thereby increase productivity.

As part of the process, enterprises will share 
vast amounts of data over the network, 
so CSPs must ensure they can effectively 
manage quality and security of the networks. 
To cope with user demand, CSPs need 
to control the network’s bandwidth and 
seamlessly manage the data passing through 
it. In many instances, employees will be using 
mobile networks, so CSPs need to have the 
relevant network and policy management 
solutions in place to cope with demand. 
Providing a guaranteed experience can lead 
to a competitive advantage for clients, their 
employees business and the CSP and help 
clients retain top talent who, otherwise, might 
look elsewhere for a better work experience.

A trusted, valued, provider

There is a real opportunity for CSPs 
to monetise new revenue beyond their 
traditional network offerings by offering and 
managing mobile services, such as BYOD, 
for businesses. By delivering messaging and 
communication applications in the cloud and 
optimising network performance to ensure 
seamless communications, CSPs have a 
real opportunity to become a trusted and 
valued provider that enterprises look to for 
advice and business network capabilities. 
Organisations will increasingly implement 
smarter working initiatives in the coming 
years, so it’s critical that CSPs recognise and 
understand the opportunity and not miss out.

For initiatives like BYOD and virtual desktop 
infrastructures to be a success, business 
networks need to be reliable, always available 
and scalable to meet demand. CSPs have 
been delivering these capabilities for years, 
and now is the time to really show their 
expertise and take full advantage of the 
opportunity ahead of them. l

CSPs, cloud and BYOD
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Browser-based BYOD

Access in a BYOD world
by Eran Heyman, Founder & CEO of Ericom Software

The astounding growth of mobile devices throughout the world (by 2015, there will be 
7.4 billion) has changed the way businesses operate and their employees work. BYOD has 
many advantages - and many problems - security, support, costs and resources among them. 
Browser-based HTML5 solutions, though, can resolve many of the problems. Browser-based 
solutions need no software installation; they work on any device, reduce costs and support 
resources and, inherently are relatively secure since no data is stored on the device.

Eran Heyman is the founder and Chief Executive Officer of Ericom Software, a global provider of access, virtualization and RDP 
acceleration solutions. With more than 20 years of experience in the software industry, Mr Heyman plays a key role in defining the 
direction of the company, its product vision and its strategic alliances. Mr Heyman began his career in the Israel Air Force; he has also 
been a consultant to IBM and DEC.

Eran Heyman holds a degree in Economics and Business Administration from Tel Aviv University, Israel.

Consumer technology and end-user needs 
drive the BYOD movement. It has changed 
the way employees work, which, in turn, 
has altered the way organizations operate. 
Business culture as a whole has changed 
because of the increasing sophistication of 
mobile devices and seemingly ubiquitous 
connectivity. Some organizations failed 
to adopt BYOD policies early on because 
of logistical concerns related to security, 
device management, etc., but the steady 
march of this ‘movement’ will continue for 
two main reasons:

1. End-user is king - The end-users have 
driven the BYOD movement - essentially 
a democratic approach to technology 
acquisition and adoption - and they will 
continue to. They are educated on devices, 
thanks to the likes of Apple, Samsung, 
Google and other mainstream carriers 
promoting and rolling out new smartphones 
and tablets every day. BYOD is here to stay, 
and organizations best take heed, and plan 
accordingly (if they haven’t already).

2. BYOD is better - Despite certain 
challenges that BYOD presents, it has 
ushered in a new era of flexibility and 
efficiency that far outweighs the short-term 
logistical issues. The modern business does 
not confine operations to traditional ‘9 to 
5’ shifts. One major challenge that BYOD 
presents is enabling remote access to critical 
resources. Fortunately, the development 
and widespread adoption of HTML5 has 
paved the way for innovative remote access 
solutions that enable users to tap into those 
resources, such as Windows desktops and 
applications, from anywhere and on any 
device. This applies not only to businesses, 
but all kinds of organizations, including 
healthcare and education institutions, as well 
as partners and contractors. 

BYOD’s roots lie in the evolution of mobile 
devices. The advent of Internet connectivity 
on cell phones paved the way for ‘PC in your 
pocket’ functionality, which, in turn, gave 
birth to the BlackBerry - the executive mobile 
phone of choice for much of the late 1990s 

and 2000s. BlackBerry dominated the mobile 
market for a while, but its success was limited 
almost exclusively to a business context. 

Rise of the smartphone 

It wasn’t until smartphones - whose domain 
up until that point had been the consumer 
market - began infiltrating business culture 
that the BYOD trend began to take hold. 
When the iPhone launched in June 2007, 
for instance, it was not a legitimate threat to 
the BlackBerry’s near monopoly of business 
communications. Nevertheless, as the iPhone 
became easier to sync with IT networks and 
mobile Internet connectivity improved, the 
BlackBerry’s corporate email functionality 
superiority became less of an issue. 

A raft of competing smartphones eventually 
emerged, spawning a variety of Android 
devices, and it became increasingly more 
common for personal devices to be integrated 
into organizations’ networks.
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Mobile growth

Mobile adoption is still on the rise and shows 
no signs of slowing. In the third quarter 
of 2012 alone, Apple shipped a record 17 
million iPads, which represents an 84 per cent 
year-over-year growth. By 2015, there will be 
7.4 billion mobile devices; another 1.2 billion 
smartphones will be added over the next five 
years, according to ABI Research. 

BYOD challenges

This growth also increased the variety 
and volume of mobile devices, especially 
smartphones and tablets and today employees 
are increasingly bringing their personal 
devices into the workplace. According to 
a recent Enterasys survey, 74 per cent of 
companies allow for some level of BYOD 
usage and IT departments all over are 
struggling to address the challenges BYOD 
growth brings. 

• Security - Personal devices that are 
connected to networks present vulnerabilities 
and are more difficult to secure than those 
that operate exclusively within the firewall.
 
• Compliance - For organizations that 
must meet federal or other regulations and 
standards, such as HIPAA in healthcare, 
compliance can be a challenge given the 
variety of devices operating inside and 
outside of the firewall. 

• Management - IT departments find it 
challenging to manage a variety of devices, 
instead of a standard-issued device that 
can come preloaded with the necessary 
software and other necessary native clients. 
Each device must be provisioned with the 
relevant software - antivirus, connection 
broker software, etc. Every time, there is an 
organization-wide update, IT must roll out 
the updates to a wide variety of devices - a 
daunting task.

• Support - BYOD creates a tremendous 
help desk support load; support staff that 
prefer ‘locked down’ configurations are 
forced to address a range of user problems for 
a variety of endpoint devices. 

• Staff Resources - Managing all of these 
devices is time-consuming, stretching the already 
taxed resources of today’s IT departments. 

• Expenses - Time is money. The time IT 
personnel spend provisioning, supporting, 
updating, ensuring compliance and securing 
all of these new devices can be quite costly. 

Thin client devices

In addition to the challenges that mobile 
devices present, thin or zero-client devices 
like Google’s Chromebook present other 
connectivity challenges. The intent behind 
thin or zero-client devices is to provide 
stripped-down versions of a laptop that 
represent budget-friendly options for 
enterprises and organizations. But they, too, 
present challenges since connecting to certain 
resources, such as remote or virtual desktops 
and applications, requires native clients 
and, optionally, connection brokers, secure 
gateways, etc., which Chromebooks, for 
instance, cannot support. 

HTML5 remote access solutions

HTML5 technology enables ‘zero-client’ 
Web access to desktops and applications. 
HTML5-based remote access addresses the 
fundamental challenge of remote access to 
critical resources and the associated issues: 

• No downloads required - When utilizing 
an HTML5-based solution, there is no need 
to install software on the endpoint device 
in order to remotely access desktops and 
applications. All you need is an HTML5-
compliant browser. 

• Simplified deployment - When using an 
HTML5-based solution, software updates are 
virtually automatic. This eliminates the need 
to roll out updates for a network of devices, 
which takes a toll on an organization’s IT 
department. It’s easy to embed browser-based 
software into corporate portals by adding a 
link or a frame. 

• Simplified networking - SSL VPNs 
(secure virtual private networks) based 
on the Secure Sockets Layer protocol 
can be used with both native clients 
and Web-based software. Web access is 
easy and automatic, whereas opening up 
communication channels to many devices 
can be quite an undertaking, requiring a lot 
of support. 

• Device agnostic - Most browsers and 
many devices already support HTML5, 
and as it continues to mature, companies 
that utilize an HTML5 solution won’t 
have to bother with writing or purchasing 
new clients for every new device. With 
browsers, access from anywhere and on any 
device is possible. 

• It department relief - HTML5 solutions 
reduce hardware and mobile costs by 

leveraging both employee-owned devices and 
IT technologies, thus reducing investments in 
computing infrastructure. 

• Security - Since no information is stored 
on the browser, if a device is lost or stolen 
data is not compromised. 

BYOD benefits

Although BYOD policies present challenges, 
they offer some real benefits - 

• Productivity - Using one device as 
opposed to several is more efficient. 
Furthermore, users tend to be more proficient 
with devices with which they are familiar. 

• Cost Savings - As technology rapidly 
evolves, re-equipping employees with 
devices can be an expensive proposition. 
Nevertheless, the savings will only accrue to 
organizations with solutions, see above, that 
ease the pains associated with provisioning 
and supporting BYOD. 

• Flexibility - The ability to work from 
the office, home or on the road gives an 
unprecedented degree of flexibility and tends 
to maximize employee output and improve 
customer service and efficiency. 

The BYOD outlook

Mobility and BYOD initiatives are 
changing every aspect of business; their 
success is propagating their growing use in 
organizations and industries of every type. 
The emergence of smartphones and tablets 
is also driving the need for new technologies 
to help IT departments manage BYOD 
deployments, balancing flexibility and 
accessibility with security and control.

BYOD provides new opportunities for 
organizations to innovate, achieve efficiencies 
and respond more rapidly to the changing 
needs of their customers. Most importantly, 
BYOD is changing the culture and workflow 
of organizations, the ways people work in and 
outside of the office. l

Browser-based BYOD
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Consumer IT in your business?
by Harry McDermott, chief executive and co-founder of Hudson & Yorke

Business technology deals with business needs. Consumer technology is market-driven; it 
sways in the winds of consumer demand for the ‘thing’ of the moment. Consumer technology 
strives to please end-users with their choices. For IT user devices, the market is a Darwinian 
playing field - competiton to please the user is paramount and only the best survive. So it is 
no wonder that employees prefer their BYOD handsets and tablets - they are easier and more 
pleasing to work with.

Harry McDermott, Chief Executive and Co-Founder of Hudson & Yorke, has 25 years experience in the technology sector, 20 of which 
have been as a consultant and trusted advisor to senior IT decision-makers in large multinationals. Prior to launching Hudson & Yorke, 
Mr McDermott was a Director at Deloitte Consulting and a Director of Mason Group (now Analysys-Mason). 

Harry McDermott is a graduate of Trinity College Dublin holding a postgraduate MBA and undergraduate degrees in Electronic 
Engineering and Mathematics. Mr McDermott was a multiple academic prizewinner, receiving awards for outstanding technical and 
business project work.

The workplace has changed irrevocably 
in the last ten years. The influx of personal 
smartphones, laptops and tablets that 
connect to corporate resources creates is a 
huge challenge for companies to balance 
the demands of their employees and need to 
secure their company’s data. This consumer-
led movement is transforming offices 
everywhere by perpetuating the idea that 
21st century employees could and should 
work from anywhere, at anytime, outside 
of the traditional corporate structure and on 
their chosen device. 

Many key industry analysts including 
Gartner and Forrester have already identified 
the consumerisation of IT and BYOD (bring 
your own device) as potentially the most 
disruptive IT trend of the past ten years, and 
enterprises that try to resist this trend may 
find that they lose out. 

Consumerisation of IT is increasingly 
allowing employees to select and procure 
their own devices for use at work. Those 
in favour see it as a way of liberating 
their employees, increasing creativity and 
restoring work/life balance. Opponents 
however, believe it leads to inconsistency, 
manageability issues and information 
security risks. The truth is probably 
somewhere in the middle: many employees 
at all levels enjoy being able to use the latest 
consumer devices rather than traditional 
business supplied models, and the consumer 
devices deliver clear opportunities for 
improving collaboration. 

Nevertheless, strong governance and 
recognition of potential problems are 
needed to ensure that benefits are not lost 
and IT leaders can maintain control. The 
challenge for IT is to be able to embrace 
consumerisation where it is appropriate, 

while at the same time minimising any 
business or security risks. 

Mitigating the risks

Consumerisation is still a hot topic in IT 
departments and there are many questions 
that need to be addressed by organisations 
before attempting to embrace this trend. 
Organisations should develop a clear 
strategic approach covering security risk 
management, support management, device 
and data management, organisational policies, 
implementation planning and the expected 
business benefits of consumerisation. 

Security remains one of the most important 
considerations when using mobile devices 
in enterprises. Regulated industries and 
public sector organisations cannot risk 
deploying services that could compromise 
data or breach compliance. If personally 
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owned mobile devices are incorporated into 
an organisation, employees may be required  
to hand over control of sections of their 
devices to enable remote management, a 
remote wipe facility and segmentation of 
work and personal information to satisfy 
data security requirements.

The security risks of BYOD are 
acknowledged, as is the fact that they are 
increasing. For example, a report by GFI 
software recently found that the OpFake 
family of Trojans has become a major threat 
to mobile handsets. The virus disguises 
itself as a well-known application in order 
to dupe the owner into downloading it onto 
their device, paralysing the handset and 
making fraudulent calls to premium-rate 
numbers without the owner’s permission. 
As attacks of this kind become increasingly 
commonplace, IT departments and users 
need to alert and educate themselves to these 
risks in order to keep the danger of revenue 
or data loss under control. In North America, 
according to ISACA (Information Systems 
Audit and Control Association), 36 per cent 
of IT professionals believe that increasing 
risk awareness among employees is the most 
important action an enterprise can take to 
improve IT risk management,. Although 
mobile malware is a relatively new frontier 
for cyber criminals, it is rapidly catching up 
in terms of sophistication.

Compared with traditional corporate 
hardware resources, employee-owned 
devices are more prone to theft and loss 
because of their value, size and portability. 
Tracking and wiping sensitive corporate 
data off stolen or lost personal devices 
can be a major headache for many 
organisations that lack the resources 
to properly implement such policies. A 
survey by Ponemone & Websense in 2012 
found that out of 4,620 US companies, 
half had experienced a data breach due to 
insecure devices. Organisations may also 
be subject to fines or heavy penalties in 
the event of data breaches. Given device 
heterogeneity and the increased risk of 
loss and theft with personal devices, the 
cost of remaining compliant, addressing 
risk and establishing proper governance 
can seem daunting at first. 

Understanding the benefits

Yet despite these obvious challenges, the 
benefits afforded by BYOD can make it 
worth proactively pursuing. With the correct 
infrastructure and IT expertise, support 
staff within an organisation can acquire 

the appropriate skills to manage this new 
environment. After all, the consumerisation of 
IT is increasing and almost impossible to stop. 
For example, US-based software company 
Enterasys found in a recent survey that 74 
per cent of enterprises already allow some 
kind of BYOD usage and in a 2012 survey 
conducted across North America, Japan, 
Germany and the UK, security company 
Checkpoint found that 89 per cent of full-
time employed professionals already have 
devices that connect to a corporate network. 
This percentage will only grow as tablets are 
increasingly able to perform a wider range 
of PC-like functions, thus extending their 
usefulness beyond just emails and attachments. 

The BYOD trend is changing how business 
gets done, and changing the way employees 
communicate with customers and partners 
to improve reach, engagement and intimacy. 
Consumerisation of IT is also changing how 
employees work and collaborate internally 
through new consumer applications. 

 A major driver is the productivity 
advantage resulting from improved 
employee satisfaction and mobility, as 
well as the cost reduction in technology 
adoption. BYOD lets employees respond 
instantly to work requests outside of 
working hours, work from whatever 
location they wish and use a device of 
their choice. BYOD supports a more 
technology-savvy workforce that prefers 
to use the tools and technologies native to 
their work and life preferences. The level of 
expectation for cutting-edge technology is 
high among today’s employees. 

The savvy workforce, familiar with consumer 
technology, is often more productive using his 
or her own devices and technology to integrate 
into the corporate environment. When new 
corporate applications and technologies are 
deployed, the employee learning curve is 
shortened using BYOD. BYOD also results 
in savings when employees are willing to bear 
the cost of maintaining and upgrading the 
device they use for work. 

Why not BYOD?

BYOD helps enterprises remain agile. It is 
impossible to keep up with all the advances 
in technology and predict which will best 
serve the corporate environment. Yet by 
keeping a pulse on the consumer market, IT 
leaders can ready themselves and adapt to it 
more quickly. Taking a proactive approach 
to using BYOD could help improve 
employee satisfaction, by providing the 

flexibility and ease-of-use that personal 
devices offer. 

Organisations should treat BYOD as an 
opportunity to address employee desires and 
expectations, but take care not to compromise 
their business requirements and security. BYOD 
can help improve employee productivity and 
collaboration, deliver cost savings, reduce 
IT support for employee-owned devices and 
improve employee satisfaction by simplifying 
technology requirements. These rewards are 
easily achievable by implementing BYOD 
programmes that follow best practice guidance. 
l

Connect-World now on 
Facebook & Twitter

Connect-World, the world’s 
foremost discussion forum for 
leaders in the ICT industry, is now 
available on Facebook and Twitter.

The world’s top ICT decision 
makers express their opinions in 
Connect-World. They use clear, 
non-technical, English to discuss 
how ICT helps shape regional 
and global development. The 
articles essentially examine the 
influence that ICT products and 
services have on the way people 
live and do business. With 
separate editions for each of 
the world’s regions, the reports 
highlight the most important ICT 
trends and issues influencing 
socio-economic growth.

Connect-World is now available 
to follow on Twitter (http://twitter.
com/#!/ConnectWorldICT) and 
Facebook http://www.facebook.
com/connectworld.ict

Also, it is still possible, for FREE, 
to directly access all past and 
present Connect-World articles, 
ICT Industry press releases, 
eLetters, ICT News and more at 
www.connect-world.com.
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What’s Next for BYOD?
by John Roese, SVP and CTO, EMC

John Roese is Senior Vice President and Chief Technology Officer (CTO) at EMC Corporation; he leads EMC’s Corporate Office of 
Technology which is responsible for EMC’s technology vision and strategy, including for Cloud, Big Data and Trusted IT. Mr Roese has 
more than 20 years of industry experience, including executive leadership of large scale, complex, global R&D organizations. Previously, 
Mr Roese served as Huawei Technologies’ Senior Vice President and General Manager of the North American R&D Centres. Before that, 
he held a series of senior leadership positions including CTO at Nortel Networks, Broadcom Corporation, Enterasys Networks, Inc. and 
Cabletron Systems. 

Mr Roese holds more than 18 pending or granted patents in policy-based networking, location-based services and security. He has served 
on numerous boards, including ATIS (ICT standards organization), OLPC (One Laptop per Child), Blade Networks, Pingtel (unified 
communications) and Bering Media, (location-based advertising).

John Roese earned a Bachelor of Science degree in Electrical Engineering from the University of New Hampshire.

Three significant trends driving IT 
transformation are the broad shift towards 
a mobile enterprise, the adoption of 
consumer technologies, and the shift to cloud 
topologies. These forces are disrupting IT 
architectures while enabling value creation. 
Enterprise IT is not accustomed to so much 
change in so short a timeframe. 

One of the first tangible manifestations of 
these forces at work is Bring Your Own 
Device. BYOD is roughly described as ‘a 
diverse set of mobile devices (iPhones, 
Androids, iPads, Macs) no longer rigidly 
prescribed by IT’. 

BYOD did not evolve organically; it was 
inflicted on IT. This is playing out not only 
in North America, but around the globe. 

Employees began using devices that outpaced 
the end device innovation of the classic 
enterprise. IT organizations had to adapt. 

At its core, BYOD extends the enterprise 
experience. The availability of IT services 
to employees increases dramatically when 
personal use of mobile devices is allowed. 

This converged experience is fantastic for 
making services available, but incredibly 

complex in terms of security, control and 
other assurances. Creating a model that is 
both flexible and secure requires much more 
than simply granting access to consumer 
devices. 

Early BYOD deployments are far enough 
along to relate insights that may not be 
obvious:

Bring your own device means more than using your own tablet at work; it is the visible 
edge of a massive IT paradigm shift. BYOD pushed consumer devices into the heart of 
enterprise IT and accelerated the shift to the cloud and virtual desktop environments for all 
user IT interactions. It seemingly reverses the mainframe-to-PC movement by packing both 
applications and data in the cloud and putting an extremely high-tech can opener - with a 
screen - in the hands of the user. 
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The IT environment must transform 

Adopting BYOD has a significant impact 
on the entire IT architecture, causing shifts 
in data storage and protection, application 
development and deployment, resiliency 
assurance, enterprise boundaries, and other 
areas unrelated to the device. IT architectures 
transform in three fundamental ways:

1. Shift to virtualized, information-centric 
data centres 

Data sink locations will become as highly 
diverse as devices and the places they live 
(home, airport, office) expand exponentially. 
The location of the information and the way 
it is managed needs to become significantly 
simpler. Shifting to a centralized, virtualized 
data centre model causes the core IT system to 
become simpler to operate, maintain and adapt. 

Data centre virtualization and information 
centricity offset the complexity of diverse 
devices. These new data centre models 
highlight the transformation of IT from app-
centric to information-centric. 

2. Placement of applications and 
information 

The non-BYOD environment views the end 
node as a terminal where applications run 
autonomously, and information is stored in 
a protected manner. In BYOD, none of these 
assumptions are true. Early adopters treat the 
end node as a very lightweight entity. 

Virtual Desktop Interfaces (VDI) and 
Enterprise Mobile Applications, instead, 
shift the role of the end node to an interface 
into the data centre. In situations where 
data and processing are deployed on BYOD 
devices (e.g. offline use), architectures 
assume that information could be lost at 
any time, requiring new models of backup 
and archiving. 

New approaches are emerging to manage 
information on these mobile devices such as 
enterprise SYNC and SHARE (think dropbox 
for the enterprise). 

3. Security architecture. 

Traditional technologies such as VPN/firewall 
make little sense in BYOD environments. 
While technically possible, the user 
community would revolt if enterprise security 
experiences were significantly more complex 
than emergent consumer experiences. 
Launching VPN clients on mobile devices 
before doing ‘enterprise stuff’ would be 
a ‘non-starter’; no consumer experiences 
resemble that approach. 

Early adopters realize that consumer 
mobile applications are often as secure as 
the enterprise experience. However, in the 
consumer/BYOD environment, security is 
embedded into the application and simplicity 
is the priority. Modern mobile application 
frameworks include robust, transparent 
security models with the most intrusive 
experience being limited to the PIN used to 
unlock the device. 

End user behaviour is different in BYOD

In traditional enterprise IT, the end user 
behaviour is very one-dimensional. 

In BYOD, the end device has multiple 
personalities. For example, an engineer 
in BYOD has at least three personalities: 
non-business, corporate employee, and 
IP generator. 

By using a wide range of IT models, and by 
adopting the changes discussed above, the 
BYOD engineer is possible. Virtualization 
can provide multiple-personality experiences 
on BYOD systems. If an engineer wishes to 
use a MAC instead of a traditional Windows 
PC, the system can be configured as follows:

1. The MacOS system contains normal 
consumer protection (standard anti-virus 
and firewall). 

2. The MacOS system will have a 
local virtual machine (VM) running 
the corporate IT image. A full set of IT 
security, auditing, backup and monitoring 

tools would be present. The image can 
be backed up with snapshots and easily 
restored if the device is lost. Since VM 
access control is tied to corporate AAA 
services, the data would be encrypted.

3. R&D tools and data must be accessible 
by the user. Early adopters deploy a second 
but remote VM accessible on the device 
using VDI into a data centre where the OS, 
applications and data of the R&D tasks live. 

In all of the above personalities, choices can 
be made about backup and archiving if the 
end device is lost or fails. Policy choices and 
tools can dictate how much information can 
flow between different personalities on the 
device (e.g. disabling screen capture tools)

BYOD may not be ‘bring your own’ 

If the device is not company property and 
an employee leaves, he or she is taking a 
physical asset with them. In many cases you 
cannot be sure whether or not the employee 
is bringing information, access or other risks 
outside of your view. 
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Many early adopters have modified BYOD to 
become PYOD (pick your own device). The 
difference is found in who owns the device. 
PYOD policy allows for selection of a broad 
number of devices and doesn’t try to over-
engineer their operation. The ability to better 
manage the device and retain it when an 
employee exits is possible. 

Early insights into PYOD have uncovered one 
major challenge. IT has to resist the urge to 
overly manage and configure 
the devices and lose the 
flexibility and value of 
BYOD. A lightly managed, 
open-minded approach to new 
platforms is necessary. The 
goal of PYOD is to mitigate 
a number of real risks that are 
present when the company 
does not own the asset. 

An important key is to define 
a risk profile that delineates 
when asset ownership is really 
necessary to meet compliance 
obligations or address a 
critical security risk. Only 
implement a PYOD model 
above that threshold. 

What’s next for BYOD? 

IT professionals know 
that there are two kinds of 
technology trends: short-
lived fads and industry-
changers. Enterprise 
adoption of consumer-
originated technology is 
not a fad. The shift to a 
diverse and mobile set of 
end points with multiple 
personalities and complex 
ownership models is 
transformational. This shift 
has just begun and there are 
a number of paths forward. 

First, the enterprise end 
user will continue to increase mobility and 
expect their enterprise services to adapt. IT 
organizations will need to develop a new 
set of competencies, including:

1) Internal mobile applications development 
- You will need HMI (human machine 
interface) and UX (user experience) skill sets 
for developing IOS or Android applications.

2) A stronger understanding of cellular/
mobile broadband - Understanding how 

cellular networks operate and their strengths 
and weaknesses as a part of your extended 
infrastructure is important. Mobile operators 
are currently active in opening up APIs 
(applications programming interfaces) and 
interfaces for enterprises. You will need 
cellular experts that understand the value-
added services provided by mobile operators 
(such as achieving predictable SLAs - service 
level agreements). 

3) Security processes that address a new 
class of situations brought forth by increased 
mobility and diversity - remote tracking, 
recovery, wiping and reconfiguration of 
devices. 

Over time, the value of connecting intelligent 
devices to a network will expand the 
supported device count dramatically. This 
‘Internet of Things’ will be the next phase of 
BYOD challenges. Examples of this are:

1) Cars will become connected - meeting 
appointments will be sent directly to in-car 
navigation systems and automatically adjust 
travel. Your company scheduling system 
might pull data automatically and estimate 
time of arrival to dynamically adjust meeting 
start times.

2) Sensors will track biofeedback, 
monitoring the health of employees and 
gathering data to better customize health 

care options and create 
incentives. The sensors 
are unlikely to come from 
traditional enterprise 
suppliers. There is already 
a thriving innovation 
ecosystem for such sensors 
(e.g. Nike).

Finally, without care and 
effort, BYOD can become 
‘Bring Your Own Danger.’ 
Mobile devices are far more 
likely to be lost, stolen or 
sold than traditional IT 
assets. Attackers get more 
face time with mobile 
devices than laptops, so a 
new attack vector emerges. 
Employees in search of 
a ‘frictionless’ mobile 
experience notoriously 
disable security controls 
that affect usability. These 
controls must be carefully 
evaluated in controlled 
areas via early BYOD trials 
to ensure they improve 
security postures while 
not causing real-world 
users to disable them. Data 
loss prevention and chain 
of custody software will 
become more prevalent. 
Organizations must also 
plan for the inevitable 
security events that 
originate because of BYOD. 

The enterprise is becoming dependent on 
mobility beyond its network and cannot 
thrive without including innovation from 
the consumer ecosystem. It is critical for 
enterprise adopters to recognize that BYOD 
is not an isolated scenario, but must be tightly 
integrated with information-centric cloud 
architectures that enable asset protection and 
fluid consumer interfaces. l

The BYOD paradigm
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The right time for BYOD 
by Dr. Eshwar Pittampalli, Marketing Director, Open Mobile Alliance 

While there are clear benefits to BYOD, safeguarding corporate data accessed by a wide 
variety of employee devices is a major concern. A cloud-based platform with a virtual desktop 
infrastructure (VDI) separates users from the corporate data; only rigorously authenticated 
users can access corporate data. Since data remains in the cloud and never on the device, and 
one cannot transfer data to other devices, there is no risk when users upgrade their devices 
or when a device is lost or stolen.

Dr Eshwar Pittampalli is the Marketing Director of the Open Mobile Alliance. Prior to the Alliance Dr Pittampalli spent more than 
twenty five years with AT&T Bell Labs, Lucent Technologies and Alcatel-Lucent. Most recently, he served as a partner in the Alcatel-
Lucent Corporate Marketing organization promoting the Internet of Things (M2M) market growth program. He also led the Alcatel-
Lucent corporate market intelligence team as Senior Director, forecasting global telecom market trends, sizing and supporting the CFO 
throughout the world. In 2003, Dr Pittampalli was named a Bell Labs Fellow - Bell Labs’ highest honour for his outstanding technical 
contributions and leadership in advancing wireless communications technology and standards.

Dr Eshwar Pittampalli is a registered professional engineer with Master of Science and Ph.D. in electrical engineering from the 
University of Oklahoma in Norman, Oklahoma. He is also a Registered Patent Law practitioner with a Mini-MBA from the Wharton 
School of Business. 

As we look around, we see a changing 
workplace - enterprises are embracing new 
technologies, exploring new avenues to 
increase productivity and incorporating 
a wide range of their employees’ mobile 
devices into the corporate IT domain. There 
were days when the corporate CIO office 
never endorsed any device unless and until 
it had gone through an exhaustive testing 
and evaluation process to make sure it was 
safe and secure from the point of view of 
corporate data integrity. 

There was never more than one mobile 
phone approved by any IT department and 
rarely more than two laptop computers for 
employees to use. Once employees became 
accustomed to using a mobile device, a laptop 
and particular operating system, they ended 
up buying similar hardware and software 

for home use because of their familiarity 
with these technologies at the workplace. In 
other words, the employees would bring the 
technologies from the office into the home.
But lately, the trend is reversing. People 
are bringing technology from home to the 
office. Although this transition is in its initial 
stages, in a few years, there will be one to one 
correspondence between the devices used at 
home to devices used in the workplace. This 
phenomenon is now being termed bring your 
own device (BYOD). 

Dealing with the influence of smart devices 
is now among a corporate CIO’s priorities. 
Consumers, more than enterprises, are 
driving this mobile innovation. About 65 
per cent of the U.S. population - over 200 
million people - will have a smartphone and/
or tablet by 2015, according to the research 

firm, In-Stat. Gartner’s research predicts 
that 1.1 billion smartphones will be shipped 
worldwide in the year 2015; the market is 
now ready for BYOD!

Current trends

In the past, BYOD was an exception and 
corporate IT did not pay much attention to 
it. It was felt that BYOD distracted workers 
and would decrease employee productivity. 
Recent research has, on the contrary, 
demonstrated enterprise productivity will 
improve 1. The study, conducted by IDG 
Research Services, found that 85 per cent of 
companies support BYOD today, and more 
than 70 per cent of IT executives surveyed 
believe companies without a BYOD strategy 
will be at a competitive disadvantage. So IT 
departments are now proactively encouraging 

Managing BYOD risk
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employees to bring devices of their own 
choice to work. Predictably, some companies 
might even pay for the devices employees 
choose to use at work. 

The BYOD phenomenon brings IT 
departments a series of challenges. While 
there are clear benefits to BYOD, security 
risks are high; the major concern of IT is the 
security of sensitive corporate data. 

When employees can freely choose their end 
devices, the variety of devices could easily 
exceed an IT department’s ability to manage, 
support and secure. 

Challenges and solutions

Safeguarding corporate data accessed by 
a wide variety of employee devices will 
become the main focus for corporate IT 
departments. In addition to the applications 
that IT departments may want to install on the 
devices so employees can work and access 
corporate data, the devices themselves may 
have to be managed and configured as well. 

There are a variety of approaches to addressing 
the challenge of accessing corporate data using 
diverse devices and operating systems. IT 
departments cannot rigorously test and qualify 
each and every device. 

One option is to separate the user’s 
identity from device’s identity. This means 
authenticating the users instead of the devices 
they use. This approach sometimes involves 
a cloud-based intermediate platform that 
separates the user from the corporate data and 
rigorously authenticates the devices or users 
prior to permitting access to corporate data. 
This can involve creating a virtual desktop 
infrastructure (VDI) in the cloud that provides 
a shield between the end device and the 
corporate data. 

This shield keeps rogue end devices from 
accessing corporate data and makes it 
easier for the IT department to manage a 
multitude of devices. Other solutions include 
partitioning the device’s storage so that an 
operating system in one partition can be 
allocated for personal use and another in a 
separate partition secured for enterprise use 
only 2.

A cloud-based shield facilitates the 
employees’ BYOD practices, and helps the 
IT department safeguard corporate data, 
while managing multiple end devices that 
use a variety of operating systems. In fact, 
the cloud makes accessing the corporate data 

device-agnostic, thus the management of end 
devices becomes more practical. Additionally, 
IT has to divide corporate applications into 
silos with separate layers of authentication 
depending on the nature of the data these 
applications are accessing before the data is 
exposed to the user. 

One of the other challenges for IT is to ensure 
that the sensitive data is not transferred 
from one device to another device when the 
employee goes through a device upgrade. 
Since it is the user who is authenticated 
before the device accesses the data, the 
abandoned device will never get close to the 
corporate data without its lawful user.

In order to get these solutions up and 
running, the corporate IT department will 
have to configure the device (policies, 
settings, applications, etc.). To do that, the 
corporate IT department will need a mobile 
device management (MDM) tool. MDM is 
a software tool that monitors, secures, and 
manages mobile devices owned by both 
enterprises and consumers. MDM uses over 
the air (OTA) procedures for configurations, 
firmware upgrades and application revisions.
Are enterprises ready?

Given the wave of BYOD, enterprises do 
not have much choice other than to embrace 
the phenomenon and make the transition 
from corporate controlled end device 
management to employee controlled end 
device provisioning. The longer a corporation 
waits to implement the BYOD policy, the 
more likely it will lose employee enthusiasm 
and productivity. Once implemented, BYOD 
facilitates a seamless handoff from one device 
to another making the employee satisfaction 
index jump higher, creating a friendly 
environment to participate and produce more. 
BYOD policy

It must be clear to employees which 
devices are excluded from the program. 
All employees need training and must take 
personal responsibility for backing up their 
personal data such as music, photos and 
videos on a regular basis. Before Employees 
can participate in BYOD programs they 
should also know that corporate IT has the 
authority to wipe out or erase the entire 
content of the device if it is stolen or lost. 
Employees should complete a mandatory 
training program before taking part in a 
BYOD programme. This training program 
should cover the employee’s responsibilities 
and the stringent security requirements that IT 
has put in place to support the BYOD policy. 
What can a CSP do?

A Communication Service Provider (CSP) 
provides a vehicle for accessing and 
implementing the BYOD policy. One of the 
access channels provided by the CSP is the 
physical layer from the end device to the 
cloud platform and the other is from the cloud 
platform to the corporate infrastructure. There 
is no specific measure that a CSP needs to 
implement to support these access channels. 
However, it is good preparation for a CSP 
to devise a special wholesale data access 
package that would attract an enterprise to 
select a specific CSP over another. 

The CSP may offer a MDM tool as 
Software as a Service (SaaS) or through 
the cloud. In this way, the CSP’s device 
management system can reliably and 
securely manage and configure the 
employee owned devices. Moreover, if the 
applications installed in the devices were 
developed in a way that can be managed 
by the CSP’s MDM (using management 
objects), then the corporate IT departments 
will be able to rely on a comprehensive and 
standards-based framework, such as OMA 
Device Management 3, for device and 
application management. 

Now is the time for companies to embrace 
BYOD policies. Once BYOD is fully 
implemented, the infrastructure becomes 
end-device agnostic and transparent to any 
operating system. The system authenticates 
the user not the end device to access 
sensitive corporate data,. The fact that the 
US Department of Treasury Alcohol and 
Tobacco Tax and Trade Bureau (TTB) rolled 
out a virtual desktop that allowed a BYOD 
program with almost no policy or legal 
implications indicates that it is time for 
BYOD to take centre stage. For enterprises, 
the benefit of requiring fewer IT personnel 
and potentially faster response times for 
meeting user needs will result in happy and 
satisfied employees.

After BYOD deployment, we can expect 
bring your own information (BYOI), and 
bring your own applications (BYOA) policy 
definitions. While the BYO movement in 
general has risks, it cannot be stopped, so IT 
departments must manage it correctly. l

References:
(1) http://enterprise.alcatel-lucent.com/
private/active_docs/E2012044454_BYOD_EN_
StraWhitePaper.pdf
(2) h t t p s : / / w w w. r e d b e n d . c o m / e n /
component/downloads/?view=detail&id=487
(3) http://technical.openmobilealliance.org/
Technical/release_program/dm_v1_3.aspx
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BYOD starts with security
by Steve Phillips, Senior Vice President and Chief Information Officer, Avnet, Inc.

BYOD is an important workplace issue. No matter what companies do, some employees will 
use their own equipment for work, so it is better to manage and safeguard that usage before 
a crises occurs - especially since there are some real business benefits. The main concern 
is security. Devices should be allowed access to company networks only if they support 
separate partitions for company data, remote wiping in the event of loss or theft, plus in-
flight and local data encryption.

The ‘Bring Your Own Device’ or BYOD 
movement, where employees use personal 
devices to access corporate data and networks, 
is a seismic shift that companies can’t ignore, 
especially those with significant knowledge-
based workforces in North America. 
Employees now have easy, affordable access 
to the latest technology from laptops to 
smartphones and tablets, and they want to 
use the devices they like best and are most 
familiar with at the office, whether or not the 
IT team approves. As a result, organizations 
are finding that if they don’t embrace BYOD 
and establish a formal policy, their device 
landscape will quickly turn into the Wild West, 
with employees putting company data on 
personal devices and downloading all kinds of 
applications onto company systems. 

However, BYOD is not something t IT teams 
should fear if well planned and managed. 
When you think about it, it’s no longer logical 
to force employees to carry company-issued 
devices when their personal devices - their 
preferred devices - can do double duty. BYOD 
programs actually make good business sense, 

too. Companies that accommodate employees’ 
personal devices are investing in efficiency, 
productivity, and a more engaged work force. 
For example, a survey of mobile enterprise 
employees by iPass, at more than 1,100 
enterprises worldwide, found that employees 
who use personal devices put in 240 more 
work hours per year than those who don’t.1

This points to something that all savvy 
companies realize; the line between work and 
personal time is blurring. Many employees 
need to be in touch with work during off hours. 
Others need flexibility in terms of where they 
work - whether waiting for a flight at the airport, 
on the road visiting customer sites, attending 
conferences or even working from home. It’s 
natural that they’d want to work remotely with 
their preferred devices, as these tend to be the 
ones that they always take with them. 

Getting started - focus on security

As with any IT wave, there are organizations 
that will do BYOD right and those that will 
struggle. One of the greatest BYOD concerns 

is data security. Before embarking on BYOD, 
companies should diligently think through 
the security implications, keeping in mind 
that a major data breach or loss can wipe out 
the BYOD program’s productivity gains in 
an instant and create a significant risk for the 
company. Companies that do BYOD right are 
those that strike an effective balance between 
access and security.

Some IT organizations have taken BYOD 
as a license to throw open their networks by 
allowing access to any IT resources using 
any device. That’s tantamount to hoping 
and assuming that data can’t be lost, stolen 
or corrupted, but one of these outcomes is 
inevitable in a large network 

As a CIO of a services company 
headquartered in North America with 
operations worldwide, security was my first 
priority when the movement to personal 
smartphones started a few years ago. Many of 
the lessons from that period apply to today’s 
efforts to integrate tablets and laptops into our 
North American BYOD programs.

Steve Phillips is Senior Vice President and Chief Information Officer for global technology distributor Avnet, Inc., where he leads the 
company’s global IT team. Mr Phillips came to Avnet when it acquired Memec, where he had served as Senior Vice President and Chief 
Information Officer. Prior to joining Memec, Mr Phillips held IT leadership positions at Gateway, Inc., Diageo, and Thorn EMI. Mr 
Phillips is Chairman Emeritus on the board of the Arizona Technology Council, and he serves as a director of Wick Communications.

Steve Phillips holds a BSc (Hons) in Electronic Engineering from Essex University, and a post-graduate Diploma in Management Studies 
from Thames Valley University. He is a Fellow of the Institution of Engineering & Technology.
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At first, when our North American employees 
wanted to access the company network with 
personal smartphones, we evaluated each and 
every device through our security policies to make 
sure it complied with our guidelines. After just a 
short period of time, we realized what a challenge 
this created and how many valuable resources 
it consumed. As soon as we cleared one device, 
there were at least three more devices waiting to be 
vetted. We were maintaining our security policies, 
but at the expense of time and efficiency. 

To overcome this challenge, we took a 
hardware-agnostic approach to accommodate 
smartphones faster without compromising 
our fundamental security needs. We stopped 
certifying individual devices and instead created 
a set of security standards. Any phone that met 
these security standards could be registered for 
the BYOD program and connect to specific 
resources behind the firewall, such as email, 
calendars and contacts. These key security 
standards included aspects such as the ability to: 

• Accommodate a partitioning of their 
memories to keep all company data separate 
from personal data;
• Encrypt in-flight data [in-transit through 
a fixed or wired network] and at-rest 
data[written to storage, i.e. disks etc.]; and
• Wipe the company data remotely if the 
device is lost or stolen, or if the device owner 
leaves the company. 

Finding a software solution that could perform all 
of these functions on the necessary scale was one 
of the hardest parts of the process. Mobile device 
management was an evolving area three-to-four 
years ago, and it took time and effort to make the 
rollout work. The software we selected supported 
iOS, Android and Windows devices, and we 
continued to support BlackBerry smartphones in 
the BYOD program since they connect through 
the secure RIM infrastructure. This enabled us to 
keep our smartphone policy hardware agnostic 
and truly give our employees a choice in the 
smartphones they use for work.

The BYOD smartphone program that my team 
and I developed has been running smoothly 
in North America. It provides employees with 
uniform capabilities across all compliant devices. 
Most importantly, employees are happy with the 
system. Our smartphone management process 
became the foundation for managing the inevitable 
demand to add other personal devices, such as 
laptops and tablets, to the BYOD ecosystem.

Beyond smartphones: secure BYOD for 
tablets and laptops

Our basic BYOD principles didn’t change 

when it came time to incorporate employee-
owned tablets and laptops into our 
infrastructure in North America. We started 
with security, kept cost in mind, and wanted 
to remain hardware agnostic. However, the 
capabilities of the devices themselves created 
a greater challenge in expanding our policy to 
include more robust systems. 

Tablets, a growing trend in mobile technology, 
were actually a fairly easy addition to the 
North American BYOD program from a 
technology standpoint. Running on the same 
operating systems as smartphones, they fit into 
the smartphone management infrastructure 
without a need for additional integration 
capability. We apply the same requirements to 
BYOD tablets that we apply to smartphones. 
They must support partitioning, remote 
wiping, plus in-flight and local data encryption. 

That’s where the similarities end. Tablets and 
laptops can perform more tasks and store more 
data than smartphones. Laptops running the 
corporate OS also have direct access to the 
internal data file structure. Our employees 
want to take advantage of those capabilities 
to do more work on their personal devices. 
This combination raises a whole new level of 
security risks. We had to weigh our employees’ 
desire to perform more complex tasks on their 
mobile devices versus one of our top security 
priorities - keeping data behind the firewall. 

We decided to provide BYOD laptops with 
network access through a virtual desktop 
infrastructure (VDI). Logging in via the VDI 
gives BYOD employees full access to the 
more than 100 applications in our network 
environment. To ensure security, employees 
can’t save data to their local hard drives; it is 
only accessible on personal devices through 
virtual desktops.

However, prohibiting downloads means that 
BYOD employees can’t work offline. They can 
only work while signed into the VDI to have 
data access. That restricts employees to areas 
with Internet connectivity. This isn’t much of a 
restriction with the availability of public WiFi in 
North America, but it is the next challenge we are 
looking to resolve and are currently exploring the 
availability of secure management solutions. 

The big question: tech support? 

While security is a chief concern for BYOD, it 
would be impossible to explore BYOD policies 
without also talking about technical support. 

Without a clearly defined policy, employees 
who use personal devices for work purposes 

might reasonably expect the company to 
provide tech support. Many companies do 
provide some measure of tech support to 
BYOD employees, with a recent Gartner, Inc. 
press release showing that many enterprises 
surveyed indicated that they provide technical 
support for personal devices - 32 per cent of 
smartphones, 37 per cent of tablets and 44 per 
cent of laptops2.

Our policy extends full tech support only 
to company-issued computers. For BYOD 
employees, our IT department maintains their 
virtual desktops, application infrastructure, and 
network connectivity on our end. Hardware, 
software and wireless connection maintenance 
for BYOD smartphones, tablets and laptops 
are the employees’ responsibilities. 

Another employee responsibility is maintaining 
current licenses of operating systems and 
Microsoft Office. The company offers 
Microsoft Office at a discount through its 
employee purchase program. Our policy also 
recommends, but does not mandate, purchasing 
an extended service agreement and virus 
protection software. This recommendation 
endeavours to help employees maintain healthy 
systems and further protects their data.

Adapt and succeed

IT devices are ‘consumerised’. Long gone are the 
days when a company-issued cell phone or PDA 
was coveted, cutting-edge IT that employees felt 
privileged to receive and in many cases couldn’t 
afford on their own. Instead, employees can now 
access the latest technology at local malls and 
with a few clicks of the mouse when shopping 
online. They now expect to be able to use that 
latest technology at work.

IT teams need to recognize that employees 
are using and will continue to use personal 
devices for work-related reasons. It’s better 
to legitimize what they’re doing and put the 
proper management structure around it than 
pretend it’s not happening and waiting for 
the first crisis to occur. That said, BYOD is 
not just about bowing to the inevitable. It 
has tangible business benefits; for example 
by 24x7 access to business information and 
communications at work, home or on the road. 

The end of companies’ IT monopoly 
alters the environment most of us are 
used to. As with any change, however, as 
with any change, there are new risks and 
opportunities. An approach that starts with 
security will keep the risks low, allowing 
companies and employees to benefit from 
the BYOD movement. l

BYOD Security

1 “The iPass Global Mobile Workforce Report: Understanding Enterprise Mobility Trends and Mobile Usage,” iPass Inc., May 2011
2 Gartner Press Release, “Gartner Survey Shows BYOD Is Top Concern for Enterprise Mobile Security,” June 14, 2012. http://www.gartner.com/it/page.jsp?id=2048617
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Security for BYOD
by Karl Driesen, VP EMEA and Brian Tokuyoshi, Product Marketing Manager, Palo Alto Networks

More than half of North American companies believe the risks of BYOD outweigh the 
benefits; BYOD runs contrary to traditional IT security practices. Nevertheless BYOD is 
a rapidly growing, seemingly unstoppable, trend so new security policies and procedures 
are needed to keep the data and networks of user organisations secure. To mitigate the risk, 
organisations must start by assuming that any unknown traffic, user or endpoint is risky. 
Strong security for access to applications and resources makes BYOD acceptably risk free.

Karl Driesen is VP EMEA for Palo Alto Networks; he has over 20 years’ experience in enterprise technology throughout the EMEA 
region. Mr Driesen previously served as VP EMEA at Infoblox; he also held senior management positions at Netscreen Technologies, 
Xylan and Cisco.

Karl Driesen holds a B.Sc.in Telecommunications from VTS Antwerp.

Brian Tokuyoshi is a senior product marketing manager at Palo Alto Networks; he has over 15 years of experience working with 
identity management and security organisations. Mr Tokuyoshi previously worked as a product marketing manager for Symantec’s PGP 
Corporation, overseeing the PGP Encryption Platform; he also served as product marketing manager for ActivIdentity’s smart card 
management systems and strong authentication solutions. Mr Tokuyoshi also helped developing Sun Microsystem’s original identity 
management platform, and served as the senior market analyst for The Radicati Group, covering the PKI and Directory Server markets.

Brian Tokuyoshi holds a Bachelor of Science degree in Computer Engineering from California State University- Chico.

Take a second to picture the carefully groomed, 
meticulously chosen set of policies that govern 
the selection, purchase, use and audit of 
technology inside the average business.

Now picture those guidelines thrown out 
the window. 

Bring your own device (BYOD) allows the 
use of new devices to interact with enterprise 
IT - without following the traditional 
process for vetting, monitoring and auditing 
equipment for proper use. Instead of IT 
mandating what employees’ can use, BYOD 
lets employees, themselves, decide the 
technology they want to use. 

Whether it’s a laptop that’s lighter and sleeker 
than the boring, heavy corporate-issued fare, 

a tablet or a smartphone an employee’s uses 
for both personal and business matters, it’s 
the employees, as consumers, deciding what 
they use. Employees purchase devices for 
personal use, and incorporate them into 
their work environment, with or without the 
support of the IT department.

According to recent research by ISACA 
(Information Systems Audit and Control 
Association), 36 per cent of North American 
companies have policies that allow BYOD. A 
further 30 per cent prohibit it completely, so almost 
a third of the companies in this region have yet 
to decide1, so users are deciding for themselves, 
and selecting the tools they find that are the most 
appropriate for their job. Typically, then, the 
employees use their personal devices, so questions 
of device security and remote access are raised. 

Security issues

The uncontrolled use of personal devices raises 
several types of security issues: 

Network traffic protection - Personal devices 
connected to corporate networks may place 
company data at risk. Without protection, 
information on a network is about as private as 
a postcard - open to anyone to read if they make 
the effort to look.

Protecting network traffic - Managed devices 
benefit from endpoint protections standards 
that provide a line of defence against malicious 
content. Unmanaged devices may or may 
not meet those standards, and may not have 
adequate protection independent of the network. 
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There are two important issues: first, the 
endpoint may need better security to protect 
against dangerous content and, second, network 
security measures may not be able to effectively 
protect the user’s device.

Enforcing application policy - Organisations 
have applications they need to protect. They 
need to control which users can accesses 
data centre applications and from where. An 
organisation might restrict access only to 
corporate-issued laptops. Such controls ensure 
data centre protection by assigning appropriate 
levels of access to each specific device.

Enforcing device policy - The mobile device’s 
operating system may have security features, 
but it is not easy to guarantee its proper use 
when it is not corporate owned. Organisations 
are increasingly taking measures to ensure 
device policy compliance by means of such 
technology as Mobile Device Management. 
Mobile Device Management can turn an 
unmanaged employee-owned device into a 
managed device.

Protecting data on the device - Should BYOD 
devices be allowed to store enterprise data? 
What measures are in place to secure data, 
or destroy data in the event a device is lost 
or stolen? Some see this as a question of 
containment - such as using partitioning and 
application containers to limit where the 
data goes. Some see this as a matter of data 
protection - such as data-level or device-level 
encryption. Another approach is to consider 
what applications and data the device can have 
permission to access in the first place - such 
as using virtualisation to remotely access an 
application or desktop without putting the 
application data itself on the device.

These are just a sample of the technical issues 
that come into play with BYOD; there are, 
in addition a number of legal issues as well. 
With all this to think about, there’s a natural 
tendency to blame non-compliant users and 
devices as the source of the problem. 

BYOD exposed an existing issue, namely 
that enterprises often do not have the control 
they need over who can access particular 
applications, and what traffic they can secure 
regardless of who owns the device. There are 
deeper issues at play:

• Trust - Just how much access should 
you provide to someone connecting to your 
applications from a remote location or with an 
unknown device?
• Protection - When you don’t own the 
device, can you properly protect it or secure it?

• Control - How can you enforce 
compliance with corporate guidelines when 
the user is on the move?

Within this context, it is easier to understand 
why organisations are apprehensive of BYOD. 
Over half, 51 per cent, of North American 
companies believe the risks associated with 
BYOD outweigh the benefits.2 Businesses find 
it difficult to establish trust, provide protection 
and enforce control of their managed devices, 
much less their unmanaged ones. That’s why 
the issue is so much wider than the device 
itself; BYOD has to return to something the 
enterprise can control.

Mitigating risk

In order to shore up control, organisations need 
to understand what they want their network 
to do. Controlling access to applications 
by specific users and finding threats are 
fundamental problems for security teams. Until 
these issues are resolved, the challenge of 
dealing with broader groups of devices cannot 
be properly dealt with. 

Many organisations in America overly trust 
their users and, almost by default, authorise 
traffic and files of an unknown nature, 
perhaps carrying unidentified dangers. For 
example, traffic arriving on a valid port, 
but of unknown nature, will slip through 
standard port-based firewalls. Files that do 
not match a known malware signature are 
assumed to be good rather than unknown. 
Many organisations do not know who is 
using a particular IP address, and identity 
verification is not part of their policy. Instead 
of strengthening overall security, these 
assumptions all demonstrate unwarranted 
trust. Automatically assuming that unknown 
elements might be risky, offers greater 
protection when authorising access to 
company data or network resources and helps 
resolve BYOD issues as well.

When we look at the risks the network can 
miss, the difficulties of controlling BYOD 
become clear. The network is the fundamental 
link between enterprise applications and the 
user, so it needs to play a decisive role in 
determining access to critical applications.

Beyond the endpoint

Endpoint security is a measure of last resort, 
but with BYOD it’s sometimes the only 
resort. If network security is not filtering out 
dangerous content, then endpoint security is 
the only remaining protection. 

BYOD adds a couple of new vectors to the 
issue of endpoint protection - device and 
location. First, a personally owned device is 
a wildcard - you don’t know if it has proper 
endpoint security measures installed. The only 
things you can count on with BYOD are the 
network’s own security measures. 

Location is also a wildcard; BYOD devices are 
often used outside the organisation, sometimes 
using unsecured, coffee shop, WiFi networks. 
To improve network traffic security requires 
addressing the risks of unsecure locations. 

The next generation of BYOD security

By first securing the network and providing 
the means to connect to it, then other 
pieces of the puzzle start to make sense. 
Organisations that want to block unauthorised 
devices can do with NAC (network access 
control). By first authenticating and 
authorising users, organisations can provide 
a richer workspace for network users with a 
wider variety of content and functionality.

By integrating mobile device management 
(MDM) solutions with next-generation 
firewalls organisations can enforce usage 
policies and better manage devices and 
connections to the corporate network. 

Organisations can tackle both sides of the issues 
together, the network and the device, for greater 
visibility and control of network activity and risk.

The lines between IT-managed and employee-
owned will continue to blur in the years 
ahead. Getting a grip on what the security 
needs are starts by identifying the users and 
the applications they use, examining the 
content, scanning for risks and incorporating 
device and location into policy enforcement.

 By creating stronger core security for safer 
access to applications and resources, the other 
issues that surround BYOD become easier 
to handle. It is important to know who’s 
using a particular resource, so start by being 
able to identify and trust the users, know 
which devices they are using and establish 
policy controls to make it all manageable. 
This applies to both the IT-managed and the 
BYOD world, because without consistent 
policy enforcement, the security issues 
become more complex. Experience shows 
that complexity is the undoing of any good 
security programme.

A recent Gartner survey shows that 70 per 
cent of organisations plan to have BYOD 
policies in place within the next 12 months3.l

BYOD security issues

1 https://www.isaca.org/SiteCollectionDocuments/2012-North%20America-graphic.pdf
2 http://enterprisefeatures.com/2012/11/survey-shows-that-north-american-organizations-are-unprepared-for-byod-security-threats/
3 http://www.gartner.com/it/page.jsp?id=2263115
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Taming BYOD costs
by Christophe Culine, Senior Vice-President and General Manager, iPass Enterprise

The biggest challenge for BYOD (bring your own device), indeed for the entire mobile work 
phenomenon, is to manage all these devices, keep costs low and productivity and security 
high. BYON (bring your own network) strategies can help to effectively manage and secure 
personal devices whilst avoiding high network usage charges. Mobile carriers with BYON 
packages facilitate seamless access to critical data and applications, at a fraction of the cost, 
by using WiFi as a complement to cellular data plans.

Christophe Culine, is the Senior Vice-President and General Manager at iPass Enterprise; he oversees the global enterprise sales 
teams at iPass. Mr Culine has two decades of experience in global sales and business development. Before joining iPass, Mr Culine was 
Senior Vice President of Sales for Iron Mountain, where he led the sales force for Iron Mountain Digital. Previously, he was Senior Vice 
President of worldwide sales at Mimosa, a company acquired by Iron Mountain. He has also held sales leadership positions at Mirapoint, 
Fortinet, Qualys and Network Computing Devices (NCD) in Europe and North America. Culine also brings a strong knowledge of 
enterprise mobility and growth having led the early sales initiatives and growth at GoRemote (GRIC) – a company acquired by iPass.
Christophe Culine has a MBA from Polytech Lille (EUDIL) in France.

The rise of the device

The BYOD (bring your own device) 
phenomenon is sweeping the enterprise 
faster than many businesses could have ever 
anticipated. Forrester’s 2012 Forrsights 
Workforce Employee Survey shows that 
more than two-thirds of North American 
information workers (i.e., workers who use a 
computer for work an hour or more per day) 
personally choose the smartphones or tablets 
they use for work. In addition, more and more 
workers are abandoning their corporate work-
issued desktop PCs, laptops and smartphones 
in favour of using their own sexier, consumer 
devices, with 46 per cent of US information 
workers personally choosing work laptops 
that are not on the company- approved 
device list. Beyond device aesthetics, BYOD 

employees find they are generally able to 
work more easily on devices with which they 
are familiar and comfortable. 

With BYOD mobile employees working 
more productively and for longer hours - 
on average up to an additional 20 hours per 
week. Despite the undeniable benefits, few 
enterprises fully appreciate the host of serious 
concerns BYOD raises with regard to the 
day-to-day running of their business. 

Among the most prevalent concerns are 
increased connectivity costs, data security 
threats, and device management issues. With 
this new working paradigm it is critical for IT 
departments implement a BYOD strategy that 
ensures their mobile employees are working 
cost effectively and safely. Behind the scenes, 

mobile carriers are also playing a role helping 
enterprises work affordably using cost-
effective WiFi mobility solutions. 

The BYOD puzzle

At present, few IT departments have 
incorporated personal device management 
initiatives into their business strategies for 
2013. With so many devices entering the 
enterprise and so few coherent enterprise 
mobility strategies, many businesses are at 
risk. However, while in the past much of 
the discussion around risk has centred on 
security issues and the potential for data 
loss, the reality is that, beyond the security 
aspects of BYOD, IT has a strategic role to 
play supporting employee productivity and 
controlling costs.

BYOD cost with BYON
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Even if an IT department does not directly 
pay the costs of connectivity, and even if 
the cost of a data plans or WiFi day passes 
are buried in department budgets or expense 
reports, the increased use of personal devices 
exposes your organization to the risk of 
very high connectivity expenses. Many 
organizations already acknowledge. In fact, 
68 per cent of US IT managers believe costs 
will rise in 2013 due to increased personal 
device usage.

When considering personal smartphones 
in a BYOD model, organizations need to 
remember that connectivity is essential 
for mobile workers’ productivity. The 
typical mobile employees are already using 
their devices for increasingly data hungry 
tasks, from simple web browsing to video-
conferencing, and cloud based apps are 
increasingly bandwidth intensive. 

In fact, each device is already generating 
3.5 times more data traffic than in 2011. 
With 17million active 4G users in the USA, 
this growth is set to skyrocket. Mobile data 
obviously does not come free, so there is 
great potential for significant ‘bill shock’ 
when mobile employees work via 3G or 
4G, and charge their company for their data 
roaming expenses. 

Almost 43 per cent of mobile workers 
have admitted to experiencing serious data 
roaming bill shock; some employee’s bills 
can exceed US$1000! Data roaming, then, at 
a big company-wide can make a significant 
dent in a company’s communications budget. 
So it is critical that IT policy must include 
provisions for mobile cost control.

Once a policy is in place, the next step is 
ensuring that it is followed. US workers 
have willingly worked up to 20 extra hours 
per month when enabled by mobile working 
solutions. So it is clear that most employees 
will behave responsibly and act in the best 
interests of the organization when they are 
given the right conditions and tools. Most 
employees do not put corporate assets at 
risk or share confidential information; they 
genuinely want to be productive, even away 
from their desks, and they’re willing to go to 
great lengths to do so. 

Today’s employees are resourceful and do 
whatever it takes to remain connected; 30 per 
cent report they have driven around to find 
a wireless hotspot and connect. Businesses 
must work to ensure that employees 

understand their policies, know how to act, 
and are provided with tools that lets them 
easily do so. Publishing your policy on an 
intranet and in your new employee handbook 
is only the first step; necessary but far from 
sufficient. 

IT departments need mobility strategies that 
not only address management and security 
concerns, but one that also helps them to keep 
costs low. The best answer to these BYOD 
demands lies in letting mobile workers bring 
your own network (BYON) wherever they 
roam. 

How can BYON provide a solution?

A bring your own network solution requires 
secure, fast and reliable WiFi connectivity. 
Workers should have access to a global 
network of dedicated, secure WiFi hotspots, 
which allows them to safely and cost-
effectively work online, with a speedy 
connection, wherever they may be. 

From a financial perspective, having access 
to a WiFi network of hotspots means that 
enterprises can utilize mobile employees 
more cost-effectively. Unlike with 3G or 4G, 
with a BYON package, WiFi data usage is 
unlimited, with a fixed and predictable cost. 
As a result, organizations no longer need be 
exposed to unpredictable, expensive, data 
roaming charges when workers go over their 
data allowances. In this way, BYON bridges 
the gap between a BYOD solution that 
focuses primarily on device management, and 
the mobility solutions that modern employees 
demand today. 

With such a comprehensive solution, there are 
also numerous ‘behind the scenes’ benefits. 
IT departments can register or ‘onboard’ 
personal devices before allowing users to 
access the corporate infrastructure. This 
facilitates the management of device access 
policies from a central location, and lets 
IT staff identify each device and securely 
validate and control its network and data 
access privileges so that employees cannot 
jeopardise the security of corporate data

Mobile carriers and BYOD

WiFi access has gone from being an extra 
perk to an absolute necessity for a mobile 
workforce; it is clear that mobile carriers 
now hold a significant key to helping 
enterprise customers find a solution to the 
problem of BYOD costs. Mobile networks 

placed little emphasis on WiFi in the past; 
mobile operators considered WiFi more 
difficult to monetize than cellular data 
services such as 3G and 4G. However, 
high roaming bills could spur workers to 
sever ties with their mobile carrier, increase 
customer churn and a loss in revenues. 
Concerns about this, and other factors such 
as capacity shortfalls and legislative pricing 
caps, have led a number of mobile carries 
to take another look at WiFi and many now 
realise the value of incorporating WiFi 
alongside their cellular offerings.

Today, US mobile workers are typically 
within range of a WiFi network for 60 
per cent of the day. With more and more 
hotspots installed daily, this figure will almost 
certainly grow to nearly 100 per cent in the 
future. With increasing numbers of WiFi 
hungry devices, such as new generations 
of tablets, being used on a daily basis 
within organizations, enterprise mobile data 
demands are expected to grow 150 per cent 
year-on-year. This means that providing 
a service that allows businesses to really 
get the most out of their devices will be a 
competitive differentiator for carriers. When 
users can bundle smartphones and tablets 
onto a single plan, it creates a valuable 
service for the multiple device-owning 
business traveller who requires easier access 
to low cost roaming plans.

The BYOD phenomenon is here to stay. The 
biggest challenge for IT is to understand 
how best to manage all these devices to 
keep costs low and productivity and security 
high. The good news is that there is a simple 
solution: an enterprise mobility strategy that 
incorporates BYON can help to effectively 
manage and secure personal devices whilst 
avoiding high network usage charges. 

Businesses will be able to take advantage 
of the many benefits of BYOD, which 
include attracting and retaining top talent, 
increased worker productivity and greater 
employee satisfaction, as well as reduced 
IT headaches and lower costs. Mobile 
carriers who provision the enterprise with 
custom BYON packages are a key piece 
of this puzzle: having the power to keep 
mobile workers productive and efficient by 
facilitating seamless access to critical data 
and applications, at a fraction of the cost, on 
WiFi as a complement to cellular data plans. 
With all of these pieces in place, enterprise 
BYOD environments can truly thrive. l

BYOD cost with BYON
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BYOD - A mixed bag 
by Dr. Hemant Chaskar, VP of Technology and Innovation, AirTight Networks, USA

BYOD (bring-your-own-device) tide is on 
the rise. Generally speaking, BYOD means 
freedom for the employees to use devices 
of their choice at the workplace. Fuelled 
by smartphone and tablet revolution, 
BYOD is expected to have profound 
impact on the workplace culture and the 
workplace management. 

How BYOD impacts people depends on the 
roles they perform in their organizations. 
In general, employees and IT evangelists 
speak in favour of the BYOD trend, but 
workplace managers worry about the costs 
and risks of embracing this enterprise trend. 
A BYOD survey of over 300 IT and security 
professionals in North America, that we 
conducted in 2012, shows clearly that the 
enterprises understand that the BYOD trend 
will continue, but that they are at different 
stages of acceptance or understanding the 
benefits and challenges. There are a variety 
of issues enterprises will have to grapple with 
when planning their BYOD transition.

Trend, productivity, and cost savings

Current trends, productivity increases, and 
cost savings are the most commonly stated 
drivers behind enterprise BYOD adoption. 
Some studies have even shown that a 
strikingly high percentage of college students 
and almost equal percentage of employees 
said they would accept lower paying jobs in 
return for freedom to user their own device at 
workplace. Proliferation of smart phones and 
tablets has also built a personal bond between 
the users and the devices that they use. So 
companies are adopting BYOD to attract and 
keep the best talent. Letting the employees 
choose their own devices at work - those they 
are most comfortable with - might also result 
in productivity gains. 

Companies have also been considering the 
cost savings that can result from BYOD. Cost 
savings can result when employees pay for 
their own devices in return for the freedom 
to use devices they prefer. Companies might 

also benefit by negotiating cheaper bundled 
services plans from their mobile operators. 
In practice, however, many companies will 
buy the devices the users prefer and, quite 
probably, pay for the services as well, so 
BYOD cost savings may or may not occur.

In our survey, network administrators were 
asked: How do you view the BYOD trend for 
your enterprise? Fully 61 per cent said they 
viewed it as both an opportunity to reduce IT 
costs and increase employee productivity.

Personal data, corporate policies, and legal 
aspects

BYOD is becoming popular and employees 
may want to use the same device both for 
personal and work matters. Some companies 
are in favour of sharing the same device for 
personal matters and work; they believe that 
the convenience of a single device will lead 
employees to carry it everywhere, which may 
make them even more productive. When we 

Dr. Hemant Chaskar is the Vice President VP of Technology and Innovation at AirTight Networks, USA; he is responsible for AirTight’s 
technology innovation, product strategy, and intellectual property management and protection. He has been in the technology and R&D 
industry specializing in security, wireless communications and networking for more than 12 years and has several granted and pending 
patents in the aforementioned technology areas. Prior to AirTight Networks, Dr Chaskar was a research principal at Nokia, where he led 
several corporate R&D programs in 3G/4G IP based mobile networks and also forged research collaborations with top universities. Dr 
Chaskar has published several research papers and has been an active contributor to the networking protocol standardization groups. 
He is a frequent speaker at technical conferences. 

Hemant Chaskar holds a Ph.D.in Electrical and Computer Engineering from the University of Illinois at Urbana-Champaign, USA

The BYOD (bring-your-own-device) trend is growing rapidly, but it is a somewhat mixed 
blessing for most organisations. Although BYOD policies are popular with employees and 
can also bring a variety of savings, they also can be costly, difficult to administer and present 
serious security risks. The wide variety of devices employees are likely to bring makes it 
difficult to administer network and data security, software and applications updates and, as 
well, to provide technically comprehensive help desk support and device maintenance.
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asked IT executives about how pervasive they 
thought the use of personal smart devices was 
in their environment, 87 per cent said either 
‘very pervasive’ or ‘somewhat pervasive’. 
Other executives, though favour keeping 
work devices separate from personal devices; 
the believe that devices used at work should 
host corporate controls which can interfere 
with their personal data and privacy.

Whichever way, corporate policies need 
to address sharing and establish clearly 
defined policies regarding how to deal with 
personal data on devices used at work. For 
example, enterprises may install a remote 
wiping control on devices used at work; this 
will let them wipe out the data on it if the 
device is lost or stolen. The remote wiping 
may remove personal data in addition to the 
corporate data based upon how these data 
are stored on the device. 

Difficulty can also arise in separating 
personal information from work information 
when legal matters such as the discovery 
are involved. Storing and accessing 
personal information on a work device 
might turn personal information into legally 
‘discoverable’ information in the event of 
legal proceedings. Accordingly, companies 
must define concrete corporate policies 
regarding these matters and users will have 
to be aware of these policies, and formally 
accept these policies when BYOD is allowed. 

Provisioning, help desk, and device 
maintenance

The BYOD devices that employees use will 
often have to be adapted by the IT department 
to enable the installation of enterprise 
applications. BYOD devices can be just about 
anything - smartphones, laptops, tablets, mini 
pads and who knows what - and each has its 
own OS environment. To service all these 
different devices, IT departments will have 
to develop the knowledge, skills and tools to 
deal with a very wide range of devices and 
operating systems.

BYOD also means help desk personnel 
will need the skill, knowledge and tools, 
including a very comprehensive technical 
knowledge base, to be able to resolve trouble 
tickets for such a diverse set of devices. The 
overhead for device maintain - as well as 
for software upgrades, patching and so on 
-increases in proportion to the diversity of 
the devices involved. 

It is not reasonable to expect an IT 
department will have the knowledge and 

the tools to deal with all types of devices 
and platforms. In practice, then, BYOD 
is likely to be restricted to a limited set of 
devices and environments. Even so, this 
is a dramatic change from the way IT has 
worked in the past. IT departments have 
typically focused on standardising user 
devices for ease of management and to 
better service the users. With the BYOD, IT 
departments must manage a wide range of 
different devices and this will necessarily 
cost more to do. 

Device security, data security, and network 
security

BYOD creates new information security 
challenges, especially with regard to 
corporate data and corporate networks. 
Corporate IT departments will have to work 
harder to ensure that employees’ devices 
remain free from malware and viruses, to 
protect the devices themselves, and to avoid 
spreading problems to other corporate assets. 

Some organisations might feel it necessary 
to restrict the applications that can be run 
on their emplyees’ BYOD devices; they 
might even insist upon the use of a protected 
‘sandbox environment’ to run corporate 
applications. Most companies will also 
install applications on BYOD equipment 
to protect corporate data in the event the 
device is lost or stolen. 

In addition, some form of gate keeping is 
required at the corporate network’s edge to 
monitor the devices that attempt to connect 

and to authorize only those devices that meet 
the security watermark. 

When new employees enter an organisation, 
IT departments must be able to install 
whatever tools, software or hardware 
modification are needed to bring the 
employee’s device up to an acceptable 
security threshold before the device becomes 
eligible to connect to the corporate network 
and data. 

With BYOD, wireless will emerge as the 
primary medium for enterprise network 
access. As such, organisations will need 
to fortify their wireless security systems 
to avoid exposure to over the air attacks. 
Overall, significant investment is required 
to ensure that the BYOD adoption does not 
compromise information security. 

Our survey found that 69 per cent of the 
respondents claimed that BYOD affects the 
measures they are taking for network security.

BYOD can enhance the workplace 
environment, increase productivity, and 
achieve cost savings. However, to reap these 
benefits, organisations have to carefully study 
the investment involved and the processes, 
policies, IT infrastructure and security needed 
to make it successful. BYOD, in some form, 
will spread to most companies in near future. 
So it is good time to start charting your own 
game plan for BYOD adoption. l

BYOD security, support and maintenance
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Making the most of BYOD
by Raj Sabhlok, President of ManageEngine and Zoho.com, Zoho Corp.

Most organization will eventually adopt BYOD. BYOD benefits - cost savings, productivity 
and employee satisfaction - are well-known. Still, BYOD requires close management and 
care to mitigate the associated risks, especially the security issues. Companies need to 
determine not only which devices and operating systems are acceptable on their networks, 
but the level of user authentication, data and application access policies and the specific 
security methodology they will employ including encryption, passwords, data protection 
and lost device precautions among others.

Enterprise IT is entering the era of ‘bring 
your own device’ (BYOD), whether it likes 
it or not. A 2012 Forrester Research report1 
found that 54 per cent of North American 
and European firms have deployed BYOD 
programs for smartphones and tablets. 
Indeed, Forrester claims that “mobile is 
the new face of engagement”, predicting 
200 million employees will bring their own 
devices into the enterprise by 2016.2

Given the trends, IT executives will be 
best served by getting ahead of the BYOD 
curve rather than fighting a losing battle 
that prohibits employees from using their 
personal devices at work and, in particular, 
using those devices to access the corporate 
network. But don’t just give in to BYOD 

because it’s a dominant IT trend. Rather, 
embrace BYOD because it brings key 
enterprise advantages, including: 

• Cost savings - BYOD eliminates costs 
associated with device procurement. 
These are employee-owned devices, 
after all; capital expenditures and 
reimbursement for employee smartphones 
or tablets are unnecessary.

• Improved collaboration and productivity - 
Employees working with their own, personal 
devices are more likely to carry them inside 
and outside the office and, consequently, use 
their devices more often, for both work and 
personal tasks.

• Improved employee morale - Employees 
typically blend personal and professional 
lives, at home and at work. Having one 
device that supports both lives simplifies that 
juggling act and supports work/life balance.

Of course, BYOD isn’t all upside. The 
biggest concern facing the enterprise is 
security and, in particular, data breaches. 
For instance, if an employee loses her 
smartphone, any corporate data on that phone 
is at risk of being compromised. While the 
BYOD security risk is no different than 
the risk associated with corporate-owned 
mobile devices, the fusion of personal and 
work information on a single BYO device 
means that device is more likely to get lost 
or stolen because it’s more likely to be with 

Raj Sabhlok is the President of ManageEngine and Zoho.com, both divisions of Zoho Corp. Prior to Zoho, Mr Sabhlok spent nearly 20 
years working with some of the world’s most innovative technology companies including Embarcadero Technologies, BMC Software and 
The Santa Cruz Operation (SCO). In his career, he has held technical, marketing, sales and executive management positions within the 
enterprise software industry. 

Raj Sabhlok has a bachelor’s degree in mathematics from the University of California, Santa Cruz and an MBA from Duke University’s 
Fuqua School of Business. 
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the owner at all times - at home, at work, and 
everywhere in between.

Embracing BYOD, then, means adopting 
effective strategies that encourage its 
benefits and mitigate its risks. To that end, 
companies need to determine the device 
types and operating systems that are 
acceptable for the network. Companies also 
need to determine what data the devices can 
securely access. If any data is exposed via 
an enterprise application, the application 
should authenticate the user, encrypt the data 
and prevent backups. Other considerations 
include security practices such as pass 
code policies and anti-virus as well as data 
protection policies such as disabling device 
applications that read device data or transmit 
data to the cloud and removing data from 
devices that are lost or belong to employees 
who leave the company.

ABCs of BYOD success

In addition to the strategies above, each 
company must consider how it will handle 
the myriad of day-in, day-out tasks associated 
with BYOD. In most companies, the first 
task is enrolling the BYO device, identifying 
it as a candidate for accessing the network 
and network resources. A member of the IT 
department or even the user, via self-service 
facility, can enroll the devices.

The IT department will manage the enrolled 
devices; a key part of the enrolment process 
is installing a profile on the device that 
applies and enforces the company’s relevant 
security, data protection and other policies. 

Due to the overlapping personal and 
professional nature of BYOD, companies 
need to keep users informed on the 
expectations and policies associated with the 
professional use of their personal devices. 
Remember, users are bringing their devices to 
the network voluntarily, so the policies, terms 
and conditions that define acceptable use 
must be clear, e.g., anti-virus software must 
be installed, passwords must meet certain 
requirements, on-device cameras must be 
disabled, etc. During enrolment, the user must 
accept the terms and conditions imposed by 
the policies. 

Similarly, users should be informed of any 
remedial actions the IT department will take 
if BYOD policies are violated. For instance, 
if IT is tracking all the applications installed 
on a device post-enrolment, its policy may 
be to remotely access and wipe any corporate 
data and applications from that device if 

an unauthorized file sharing application is 
discovered. Or if the device is not pass code 
protected, the policy may be to automatically 
enable pass code protection and force the user 
to set up and use a pass code on the device 
to continue using it on the corporate network. 
Users that do not set up a pass code cannot 
access the network.

Beyond those policy-driven actions, IT teams 
must also be able to ensure enterprise security 
in the face of BYOD. That means IT needs to 
be able to automatically configure corporate 
accounts, profiles, applications and content 
based on device ownership and, as well, 
customize policies. The accelerating flood 
of BYO devices into the enterprise makes 
manual configuration and set up an unrealistic 
burden. IT also needs a way to automatically 
deny the download of sensitive applications, 
receive notifications of policy violations, and 
remove corporate resources from devices 
when employees leave the company.

Self-service management supplements 
the BYOD management activities that 
must performed by IT personnel. Once the 
company sets its BYOD policies, the IT 
admin staff can be relieved of tasks such as 
device enrollment because those tasks can be 
automated. When the user is informed about 
the policies during the enrolment process, 
they can enroll the device themselves. Now, 
the IT team is free to handle other IT duties, 
and the user is free to enroll his device 
anytime he chooses, from anywhere. The 
enrolment itself can be authenticated by 
the network’s Active Directory (a Windows 
server directory based upon LDAP) or LDAP 
(Lightweight Directory Access Protocol) 
directory or via a one-time password.

Other policies and concerns that arise with 
BYOD include the GPS, user information, 
application lists, telecom data and 
other personal data on the device. Most 
companies are going to define policies that 
prevent the collection of that personal data, 
but there may be some cases in which the 
collection of some personal information 
may be appropriate.

Companies also have to consider how they 
will handle content management on the 
device. For example, if a user accesses 
corporate email from her personal device, the 
company would be wise to establish a content 
management policy that includes encryption 
of the email content and prevents any 
email attachments from being downloaded 
to the device. Likewise, BYOD expense 
management needs to be considered to avoid 

exceeding the voice and data limits associated 
with a device’s mobile subscription. The 
company needs to be able to monitor and 
manage that usage.

BYOD is a natural extension of distinct 
technology and cultural trends: the rise of 
mobile devices and the increasingly porous 
boundaries separating our work and personal 
lives. Companies would be well advised 
to assume these trends will continue, and 
make a concerted effort to support BYOD 
on corporate networks while maintaining the 
security of corporate data. l

1 Building The Business Case For A Bring-Your-Own-Device (BYOD) Program, Forrester Research, Inc., October 23, 2012
2 Mobile Is The New Face Of Engagement, Forrester Research, Inc., February 13, 2012.

Connect-World now on 
Facebook & Twitter

Connect-World, the world’s 
foremost discussion forum for 
leaders in the ICT industry, is now 
available on Facebook and Twitter.

The world’s top ICT decision 
makers express their opinions in 
Connect-World. They use clear, 
non-technical, English to discuss 
how ICT helps shape regional 
and global development. The 
articles essentially examine the 
influence that ICT products and 
services have on the way people 
live and do business. With 
separate editions for each of 
the world’s regions, the reports 
highlight the most important ICT 
trends and issues influencing 
socio-economic growth.

Connect-World is now available 
to follow on Twitter (http://twitter.
com/#!/ConnectWorldICT) and 
Facebook http://www.facebook.
com/connectworld.ict

Also, it is still possible, for FREE, 
to directly access all past and 
present Connect-World articles, 
ICT Industry press releases, 
eLetters, ICT News and more at 
www.connect-world.com.
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Recently I was on a late flight returning 
home from a business trip. I struck up a 
conversation with my seat mate, who was 
complaining about his new phone. Our 
conversation turned to electronic devices, 
trends in computing and corporate policies. 
I joked that I had heard BYOD (Bring Your 
Own Device) referred to as ‘Bring Your Own 
Disaster’. He suddenly got a serious look and 
related the following strange tale …

A Closed Kingdom

Once there was a misty land called ITopia. In 
that land the people were content, but it was 
largely due to the great wall built around the 
kingdom. The wall was so high and so thick 
none could pass. The wall kept out strangers, 
so the people were safe. However, the lack of 
trade and communication meant their lives 
were dull, and not much happened.

The great wall was pierced by a giant portal 
with thick doors and protecting turrets. It was 

the tradition in ITopia that the gateway to the 
kingdom was opened but once a year. During 
this annual opening, strangers were allowed 
to visit. Merchants and peddlers came from 
far and wide to display their wares. Tasty 
new foods and exotic clothes dazzled the 
senses of the citizens. However, none could 
be purchased until they were inspected and 
approved by the Count of Internal Order. 
Many items he deemed to be too exotic or too 
dangerous, and those he spurned. However, 
there were always a few he found acceptable. 
These new treasures were allowed to be 
purchased by the citizens of ITopia. These 
annual bazaars were eagerly anticipated, and 
the new wares were treasured by the buyers.

The Peddler from Cloudistan

Thus it was for many years, until one year 
an odd little wanderer came to ITopia. The 
Count said “Peddler, your clothes and speech 
are very strange to mine eyes and ears. From 
whence do you hail?” 

BYOD and the breakdown of the castle walls: An IT 
allegory1

by Prayson Pate, Chief Technologist, Overture Networks

BYOD (bring your own device) has been jokingly referred to as “Bring Your Own Disaster”. 
This allegory - not a form commonly used nowadays, good-humouredly points out some 
typical corporate reactions to the BYOD phenomenon and its gradual adoption. There are 
problems, but with careful planning, attention to security, and training, the problems are 
controllable. In the end, like it or not, the case is compelling, BYOD risks are manageable 
and the benefits soon become obvious to organisations and users alike.

Prayson Pate is the Chief Technologist at Overture Networks, which he co-founded; he brings more than 24 years of experience 
developing software and hardware for networking products to the company. Mr Pate began his career at FiberLAN, moved to Bell 
Northern Research (Nortel) and then joined Larscom where he served as Director of Engineering. Mr Pate is active in standards bodies 
such as the MEF and IETF, and he was chosen to be the co-editor of the pseudowire emulation edge-to-edge (PWE3) requirements 
and architecture documents (RFCs 3916 and 3985). 

Prayson Pate holds a BS in electrical engineering and computer science from Duke University and an MS in electrical and computer 
engineering from North Carolina State University. He holds nine patents.
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1 Since this is an allegory, the characters and plot are symbolic. Please refer to the sidebar below if you have trouble decoding the representations.

Acronyms
BYOD: Bring Your Own Device
VDI: Virtual Desktop 

Infrastructure

Characters
ITopia: The tightly-controlled 

corporate environment 
of yore.

Count of 
Internal Order: 

CIO (Chief Information 
Officer)

Cloudistan: The Cloud
Shrines: Desktop/Laptop PCs
Vide: VDI
Baron Yar of 
Doume: 

BYOD

The Baron’s 
servants: 

Phones, Tablets, 
Notebooks, etc.
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“I have travelled here from the misty land 
of Cloudistan,” replied the Peddler. “In 
that distant and happy land we have many 
wondrous clothes, buildings, food and 
services. They change daily, and even the 
poorest are able to buy what they want. I have 
come to see if your Excellency will deign to 
approve my offerings.”

The Count was intrigued by the Peddler’s 
story, but troubled by the strangeness of the 
Peddler and his exotic cart. In the end, he 
sent the Peddler home and refused access to 
his goods. 

Undaunted, the Peddler came back the 
next year, with the same result. However, 
at the third visit of the Peddler the citizens 
beseeched the Count to allow entry to the 
wondrous treasures of Cloudistan. The 
Count’s heart was softened by the pleas of his 
people, and the Peddler was able to sell his 
entire wagon load. However, there were two 
conditions of his sale. First, the people had to 
acquire, maintain and use elaborate shrines 
to access the Peddler’s goods. The second 
requirement was that the walls of the castle 
had to be pierced with windows to allow the 
shrines to operate.

The people of ITopia soon grew accustomed 
to the new goods, strange as they were. Even 
stranger were the parting words of the Peddler. 
When the Count asked if he would return the 
next year with more treasures, the Peddler 
laughed. “That won’t be necessary. Now that 
you have tasted of the wares of Cloudistan, 
you may summon up more simply by asking 
your shrines. Place your payment under your 
doormat, and it will be collected.”

This process was troubling to the Count 
and the people, but they soon accepted it. 
Occasionally a treasure from Cloudistan 
would go missing, eliciting howls of “where’s 
my music?” In general, the people were 
virtually ecstatic with the new situation.

The Painter from Vide

Several years later a colourful character 
arrived in ITopia. The bright colours on his 
smock marked him as a painter. “Welcome 
to ITopia, worthy Painter!” cried the Count. 
“Will you paint a portrait of me for the 
castle?”

“Nay, my lord”, replied the Painter. “I paint 
pictures of shrines, not people.”

“Of what use is a picture of a shrine?”

“I am friends with the Peddler, who is now 
supplying his services to your subjects,” 
explained the Painter. “However, many of 
his customers dislike the need to build and 
maintain the needed shrines. I offer you 
the ability to replace the large and elaborate 
shrines with simple pictures of the shrines. I 
will maintain the actual shrine for you back 
in Vide. You can pay me just as you do the 
Peddler – just leave the gold under your 
doormat. My only requirement is that you 
enlarge the windows in the castle”.

The Count and his people were sceptical 
this could work. However, their experiences 
with the Peddler made them willing to give 
it a try. They soon grew accustomed to this 
new way, and they were happy to replace 
the maintenance of the shrines with simple 
dusting of the paintings. 

The Baron Yar of Doume

By this time the Count had become quite 
open to new ideas. The gates were now 
opened once per week to allow merchants 
to enter with their offerings, and the Count 
allowed most after only a cursory glance. 

One week a stranger appeared at the opening 
of the gates. Unlike the Peddler and the 
Painter, the stranger was handsome and 
well dressed. His speech and manner were 
pleasing, and the Count and the citizens 
looked upon him with favour.

“Greetings, nobleman!” cried the Count, for 
the stranger must surely be of noble lineage 
based on his appearance. “Will you sup with 
me this evening?”

“Of course, my lord” replied the stranger. 
“And, as a token of my thanks, I have brought 
a variety of my diminutive servants to leave 
with you and your people.” 

“How should we address you?” asked 
the Count.

“My formal title is Baron Yar of Doume, my 
lord, or simply Doume if you prefer.”

After a sumptuous feast and a festive night, 
the Count and the Baron parted the next 
morning. As promised, Doume left his small 
and numerous servants behind. 

At first the people were happy with the 
presence of the servants. They were handy to 
have around, and their prodigious memories 
meant they were able to recite stories and 
sing songs to provide entertainment. Soon the 

people began to rely on them for keeping track 
of routine chores, and then family information 
such as where the gold was buried. Best of all, 
Baron Doume did not ask for any payment.

Sadly, the situation started to change. First, 
the servants became increasing demanding in 
terms of their care and feeding. The feeding 
was a particular sore point, as each servant 
claimed to be from a different country, and 
required a different cuisine. Next, some of 
them began to go missing. What was worse, 
it soon became clear the secrets entrusted to 
the servants did not remain secret. Skeletons 
were rousted from family closets, and family 
treasures began to go missing.

The people stormed the Count’s tower, 
blaming him for not protecting them from 
the evils of the Baron’s servants. “Why 
did you let these pestilent imps enter our 
city?” The Count stood on his balcony and 
addressed the mob. “You eagerly embraced 
the entertainment of the Baron’s servants, and 
forced me to provide strange and expensive 
foods to satisfy their varied appetites. Now 
you blame me for their crimes?”

Sadly, the people were beyond reason. 
They dragged the Count from his tower and 
burned him on a pyre. None of the Baron’s 
servants joined him in the flames, as they 
had disappeared.

Epilogue

MY seatmate had finished his story and I 
reflected on the strange transformation that 
had taken place in ITopia. I saw that you 
cannot judge a technology by its appearance 
and understandability. 

While Cloud computing and VDI seem 
strange at first, the benefits soon become 
clear, the ROI is straightforward and the 
risks are manageable. BYOD is a different 
prospect entirely. People like their gadgets, 
so the attractiveness is clear, however the 
dangers are insidious. Not only do personal 
devices consume the time and resources 
of IT groups, they are a huge security risk. 
But BYOD is here to stay (like the Baron’s 
servants). The problem is figuring out how 
to prevent the damage through policy and 
security add-ons. Numerous firms are offering 
to help tackle this issue, but first you have to 
let them in the door. 

I happened to notice my seat mate’s phone. 
“Your phone is quite unusual,” I said. “Did 
you get it in ITopia?” l
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IT desktop interface

The desktop IT interface 
by Henning Volkmer, CEO, Cortado, Inc.

The first computers were difficult to use and expensive; only specialists could use them. The 
PC, though, put computing on the worker’s desk; although complicated and limited, PCs 
improved office productivity. As the user interface, the computer’s ‘desktop’, improved, so 
did productivity - better desktops brought greater productivity. Today’s powerful desktops let 
users move productively between devices with great ease. Desktops are still getting better- as 
are productivity and ease of use; this trend should continue strongly for the foreseeable future.

Henning Volkmer is the President and CEO of Cortado, Inc.; he has a broad technological background and has been at the forefront of 
mobile technology trends for the past seventeen years. In addition to holding various positions within the Cortado group, Mr Volkmer was 
part of a team focused on reducing costs in the network infrastructure division with what is now Nokia Siemens Network.

Henning Volkmer holds a degree in business and engineering from the University of Applied Sciences in Hagen, Germany.

Yesterday

The first IT desktop had very little in 
common with those in use today. Not 
only was the technology expensive, but 
few people that were capable of using it. 
Complexity put this technology largely 
out of reach of the average user. However, 
over time, the desktop also provided a 
tremendous opportunity to lower the entry 
barrier. Some companies like Microsoft and 
Apple, are still the focus of our attention, 
but others have fallen by the wayside of an 
incredibly competitive race for what Steve 
Jobs coined “the next big thing”. 

The next generation of computers gained 
extremely innovative interfaces, although 
they were still far from being as user-

friendly as today. Computers had keyboards 
and screens that could display text, 
allowing users to program the computer to 
run applications and receive results in an 
understandable form - instead of blinking 
lights. While not nearly as convenient as 
a word processor on an iPad, this led to a 
never before seen symbiosis of commercial 
utility supported by millions of enthusiasts 
who would spend their time wringing every 
last bit of capability out of the available 
hardware and operating systems.
 
These developments in the IT sector led to 
a completely new form of entrepreneurship: 
the start-up. With a very small capital 
investment anyone who could write a 
program could start a company and try to 
sell their work. Licensing the right to use 

software gained widespread acceptance and 
the sector received a huge boost. Computing 
migrated from huge centralized machines 
onto employees’ desks, via the personal 
computer. Applications ran locally on this 
machine, one at a time. The desktop was 
new and exciting and many companies 
like Apple, Amiga, Commodore, IBM, 
and Microsoft were competing for market 
leadership and this led to a lack of standards. 
There were almost no networks, no email, 
no flash drives, and such. Data was entered 
via a keyboard, processed and printed so 
someone else could use it, entered again, 
processed, printed, and so on. 

Next, the industry consolidated and 
standardised - especially in the enterprise - 
and Microsoft operating systems becoming 
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the de-facto standard. Hardware and 
software continued to evolve at a rapid 
pace and so did the desktop. As computers 
gained the ability to do more than one thing 
at a time, the screen became more like a 
desk’s tabletop. 

The desktop was the work centre on the 
computer screen where the user would 
keep their shortcuts to their most often 
used files, links to programs, notes and 
the like. Computing had not changed that 
much, most applications still ran locally, 
although as local area networks developed, 
the backend started supplying data for 
databases and for a few other services such 
as print servers.

Organisations increased their use of 
information technology as graphical 
interfaces made computers easier 
to use. Standardization made IT 
investment safer, but most importantly, 
computers started to offer a tighter 
grip on security for company data and 
applications. Companies were able to 
decide exactly who would have access 
to which information and resources. 
While computers had made their way 
into people’s home, there were clear 
distinctions between commercial and 
consumer use of technology. 

Today

The next big step in the development of 
the desktop is the one we are currently 
experiencing, driven by unprecedented 
competition between different platforms, 
devices and paradigms. 

• First, centralized computing has 
become so capable that it is no longer 
necessary to have dedicated computing 
resources on each user’s desk. Microsoft, 
VMware and Citrix are going head to head 
in the virtual desktop market. 

• Second, networks have developed 
enough to quickly handle the exchange of 
data between the user and the centralized 
resources and applications. 

• Third, personal technology has seen 
sufficient development and adoption that 
the work user and the consumer user are 
now virtually the same. 

• Lastly, according to Gartner, we’ve 
crossed over from a world dominated by 
operating system-specific applications into 
one where the majority of applications are 

browser-based. Innovative concepts from 
companies like salesforce.com, Cortado and 
Google have made even established ‘local 
app’ companies like Microsoft develop 
browser versions of their applications.

The desktop has become the users IT home, 
the place that connects the user and their 
devices with their IT computing power 
and resources - their files, applications and 
peripherals such as printers. The desktop is 
also the personal, individual home for each 
user with background pictures, personal 
files, favourite links, and such. 

Over the years, the desktop has gained 
a multitude of methods to input and 
output information. Today files can be 
downloaded, transferred via NFC and we 
use speech and many other methods to 
enter data into the desktop to process and 
then share, publish, email or print. All these 
developments greatly enhance the benefits 
we derive from IT. However, they also 
challenge the enterprise when decisions 
about devices, applications, platforms and 
even ownership need to be made again and 
again. These decisions are necessary to 
allow the desktop to adapt for each users 
device, use its interfaces and provide an 
optimal, secure balance between local 
device-centric computing and the use of 
private or public cloud computing. 

Tomorrow

To date, the industry has only seen the 
very beginning of the developments that 
will drive IT in the next few of years. 
Desktop users will become increasingly 
independent from specific devices. Users 
will have a desktop with their set of 
devices and gadgets for both work and 
personal use and all this will follow the 
user from device to device.

One of the near-term developments is file 
sharing. Files are one of the most common 
containers for both work and personal 
content. There are a few good file-sharing 
solutions for personal use like Microsoft 
SkyDrive or Google Drive, but they are not 
very well suited for business use, especially 
for businesses with high security standards. 

Businesses need solutions that satisfy both 
their security needs and their users’ needs 
for simplicity, ease of use and accessibility 
at any location on any device. As file 
sharing at work is most commonly used 
to exchange data with people in the same 
organization, enterprises will need to look 

for solutions that integrate the user and 
their device via Active Directory. This will 
allow them to leverage their existing back-
end/data centre/private cloud infrastructure 
with interfaces that match the ease of use 
and cross-platform availability of public 
cloud offerings. 

Security and device management will 
continue to be important factors, but much 
of the current concerns can be addressed 
by shifting focus to enterprise integration. 
Unlike the systems that still dominate 
enterprise IT, enterprise integration of new 
desktop paradigms and new device types 
will offer a holistic view and control of IT 
resources without increasing the overall 
system’s complexity. 

Still, the traditional office desktop choice, 
Microsoft Windows, will not completely 
disappear from enterprise IT anytime soon. 
We will, however, see a strong increase 
in desktop virtualization as the overall 
systems become more affordable due to 
innovation and strong competition among 
multiple vendors. This trend, separate from 
post-PC, will still offer a better and more 
cost effective Windows type workspace for 
more traditional office tasks. It will also 
bring some added attention to necessary 
improvements of the office infrastructure, 
such as printing. All these IT improvements 
are likely to deliver a good return on 
investment and, for the most part, should 
combine well with post-PC needs. 

Over the past few decades, desktops have 
evolved from complicated machines 
to today’s productive workspace. The 
desktop has progressed this far by 
adapting to technology, leaving both 
IT and users to take advantage of the 
benefits and convenience of being able 
to work on any device at any time. It 
will be interesting to see how future 
developments will shape the desktop and 
what opportunities and challenges will be 
part of these developments. l

IT desktop interface
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Desktop virtualisation

Don’t fight BYOD - adopt desktop virtualization
by Raj Dhingra, Chief Executive Officer, NComputing

As BYOD usage grows, organizations are increasingly looking for ways to implement it in 
a manageable, secure and cost effective manner. There are a number of ways to accomplish 
this, but most of the solutions require far-reaching, costly and complex, difficult to maintain 
measures so many organizations find it difficult to respond to the challenge. Browser-based 
virtual desktops greatly simplifies the task of enabling BYOD in a secure, cost-effective, 
easy to maintain and manage manner and their use is rising.

Raj Dhingra is the Chief Executive Officer for NComputing, a global provider of accelerating desktop virtualization; he is a twenty-year 
veteran of the technology industry with general management, business development, product delivery, sales and marketing experience. 
Prior to joining NComputing, Mr Dhingra was Vice President and General Manager at Citrix where he led the company’s desktop 
virtualization business. He is recognized as an industry expert in desktop virtualization and has been a speaker at industry events and 
TedX. 

Raj Dhingra holds a Bachelor’s Degree in Electronics Engineering from Birla Institute of Technology and Science; and an MBA from 
Stanford University.

Are you fighting BYOD - bring your own 
device - in your business or organization? 
Whether you are a small business or large 
enterprise, a school district or a local 
government office, you probably are facing 
requests from employees and concerns from 
IT regarding this trend. 

No matter what metric you may wish to 
use, it’s become evident that the mobile 
device market is going through hyper-
growth. Global shipments of smartphones 
and tablets exceeded the sum of desktop 
PC plus notebook shipments in Q4 2010. 
The installed base of smartphones and 
tablets is expected to exceed the installed 
PC base of approximately 1.6 billion 
by Q2 2013 and projected to almost 
double by 2015 (Source: Morgan Stanley 

Research). Global mobile traffic is 13 per 
cent of Internet traffic; just three years ago 
it was only one per cent . In India, mobile 
Internet traffic surpassed desktop Internet 
usage in May 2012 (Source: StatCounter 
Global Stats). 

Mobility and mobile devices are heating 
up BYOD. Driving this trend are workers 
who want choice in the devices they use 
at work. Over half of workers surveyed 
say their personal technology is better than 
the hardware and software supplied by 
employers. Naturally, they prefer to utilize 
their personal technology. Another third of 
employees surveyed say they have actually 
spent their own money on devices for use 
at work purposes (Source: Forrester 2012). 
BYOD is on IT’s agenda. A shift, however, 

is now underway; BYOD is transitioning 
from an ad hoc accommodation to an IT 
strategy enabling more flexible access to 
corporate information systems without 
restrictions. Indeed, in 2011, 74 per cent 
of companies said they allowed BYOD 
in some fashion in their businesses 
(Source: Aberdeen Group 2011). Clearly, 
a groundswell of users expect and want to 
access their work data and applications 
anywhere, anytime in order to do their 
jobs, while also accessing their personal 
apps and content. In their digital lives 
outside of work, they’re experiencing - and 
enjoying - an ecosystem of smart devices 
and cloud services that are transforming 
how information is accessed, consumed, 
and shared. 
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New generations of tablets - and variants - 
of Apple iPads, Android, and now Windows 
8-powered tablets are fuelling consumer 
adoption and accelerating the BYOD trend 
and there are no signs of it slowing down. 

Some corporate IT organizations have 
been relaxed about BYOD while it 
remained on the periphery and made 
special concessions, for example, for the 
CEO who preferred an iPad to a laptop. 
When BYOD moves much more widely 
and deeply within the organisation, alarms 
tend to go off. 

From the perspective of corporate IT, 
the more standardized the environment, 
the easier and more cost-effective it 
is to manage. To IT, BYOD looks like 
Pandora’s Box. Allowing people to bring 
any device onto the corporate network and 
its usage seems to be a step backwards 
for IT managers who have battled to 
control and centralize management. 
Thus, many enterprises are finding it 
difficult to respond effectively to BYOD 
issues regarding security, compliance, 
manageability and control. 

Over the last 25 years, IT has lived through 
the challenges of managing PCs and laptops 
and the nightmares of implementing 
systems management, security policies and 
data protection and management. BYOD 
introduces new concerns about managing 
devices that are not company-owned and 
potentially a large number of devices than 
the number of users. 

Over the last one or two years, many 
vendors have introduced solutions to 
address these challenges. In general, they 
try to manage devices, manage applications 
or manage data or a combination. Their 
goal is to create a corporate environment 
isolated from a user’s personal 
environment. They use a variety of 
technologies and strategies such as creating 
containers or virtual environments on 
mobile devices, thereby creating a ‘virtual 
space’ to protect the application and might 
encrypt the data as well. These technologies 
have spawned new names: Mobile Device 
Management (MDM), Mobile Application 
Management (MAM), and Mobile 
Virtualization, for example. 

There is, however, much complexity in 
learning, picking and implementing these 
new solutions; and the complexity increases 
far beyond that of managing PCs. For 
example, if a company had 1000 users 

and 100 applications, IT was managing 
1000x100 instances of applications on the 
1000 PCs or laptops in the organization. If 
a user uses more than one device, then the 
management complexity goes up depending 
upon the type of mobile management 
technology in use. 

There is another approach to supporting 
BYOD in a corporate environment that 
does not require management of devices, 
applications or data on mobile devices. 
Desktop virtualization enables the 
centralization and management of apps 
and desktops, as well as the delivery of the 
virtual desktop to any device. 

Desktop virtualization technologies 
have matured since their arrival in 2006. 
In addition to providing a ‘follow me’ 
desktop, applications and security, they 
have extended their support to tablets, 
smartphones, laptops and BYOD. 
Desktop virtualization enables IT to use 
virtualization technologies to create a 
standardized environment for operating 
systems and applications and to be device-
agnostic. In fact, it finally allows IT to 
get out of nightmarish business of device 
management. 

In our company example, with desktop 
virtualization, IT can focus on managing 
only the 100 applications and their 
delivery to any device - whether a thin 
client, a tablet or a home PC. The number 
of devices is no longer important. IT can 
manage once, and securely deliver to an 
unlimited number of devices anywhere. 
This approach is more strategic for IT and 
definitely less complex.

Enterprises need to evaluate next-
generation desktop virtualization solutions 
that enable the transformation of the 
desktop and also support the growing 
need to work with BYOD, securely 
and anywhere. Organizations must 
look, however, for solutions that are 
purpose-designed to deliver simplicity in 
deployment, a better high-performance user 
experience than a PC, and aggressive value 
at much lower cost.

Implementing a desktop virtualization 
solution that delivers all three of these 
elements -simplicity, performance and 
value, A virtual desktop opens the door 
for helps your business become more agile 
and gives users - employees, partners, and 
guests - a BYOD strategy that balances IT’s 
need for control and management with user 

freedom of choice. With a BYOD strategy 
in place, users can be more productive 
and satisfied by accessing their work 
data and applications, as well as personal 
applications and content, on any device 
anywhere, anytime. l

Connect-World now on 
Facebook & Twitter

Connect-World, the world’s 
foremost discussion forum for 
leaders in the ICT industry, is now 
available on Facebook and Twitter.

The world’s top ICT decision 
makers express their opinions in 
Connect-World. They use clear, 
non-technical, English to discuss 
how ICT helps shape regional 
and global development. The 
articles essentially examine the 
influence that ICT products and 
services have on the way people 
live and do business. With 
separate editions for each of 
the world’s regions, the reports 
highlight the most important ICT 
trends and issues influencing 
socio-economic growth.

Connect-World is now available 
to follow on Twitter (http://twitter.
com/#!/ConnectWorldICT) and 
Facebook http://www.facebook.
com/connectworld.ict

Also, it is still possible, for FREE, 
to directly access all past and 
present Connect-World articles, 
ICT Industry press releases, 
eLetters, ICT News and more at 
www.connect-world.com.

Desktop virtualisation
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‘Virtually’ secure your BYOD initiative 

Network access security

by Frank Andrus, CTO, Bradford Networks

BYOD, the use of an employee’s own device to access company data, requires companies 
to install systems to defend the integrity of their data and of their networks. To simplify 
BYOD security issues, employee devices may be required to log-on to company networks 
and data using a safe environment called a virtualised desktop. The desktop - in conjunction 
with Network Access Control (NAC) to manage who and what is connecting to the network 
- provides a secure online work environment. 

As Chief Technology Officer at Bradford Networks, Frank Andrus oversees all strategic technology functions, which includes evolution 
of the current product line, new product and services development and setting the future corporate R&D strategy. Mr Andrus has over 
20 years of experience in developing software solutions for enterprise and telecommunication network management applications; his 
professional background includes assignments as a Senior Architect at Aprisma Management Technologies and senior engineering 
positions at Cabletron Systems. His secure, highly available, network management solutions include patented automated device discovery 
methodologies.

Frank Andrus holds a BS in computer science from Franklin Pierce College in NH. 

Bring-Your-Own-Device (BYOD) - the use 
of personally owned employee devices on 
corporate networks, was one of the most 
disruptive trends for IT in 2012; the trend is 
likely to continue unabated. 

Many companies are now trying to figure 
out how to balance employee demand for 
BOYD with the need to maintain network 
security. Some organizations view desktop 
virtualisation as a potential solution to the 
problem of securing company data when 
used on personal devices. While virtualisation 
provides tremendous benefits for desktop 
management and helps alleviate some 
concerns on off-premises use of company 
data usage, it fails to address the most basic 

and fundamental aspect of a secure BYOD 
policy - understanding exactly who and what 
is connecting to the network. 

Network Access Control (NAC) addresses 
these network blind spots, and it has 
emerged as a fundamental technology for 
implementing a secure BYOD policy. 

Device visibility in a virtual world

Undoubtedly, virtualisation has made life 
easier for IT. By separating the user/employee 
environment from the physical machine, 
IT can deliver an image of the applications, 
processes or data that together make up the 
entire desktop experience. Furthermore, in 

a virtualised environment, IT only has to 
manage and update one or two images, as 
opposed to managing and updating hundreds 
or thousands of end points devices. This 
creates a more secure environment, as 
virtualisation minimizes the potential impact 
if a machine is lost, or if there is a hardware 
failure. The data and applications reside on 
the central server- not on the device itself. 

However, virtualisation does not address 
the core tenets of network security - the 
ability to ‘see’, to be aware of, every user 
and device that connects to the network. 
Virtualisation only provides a virtualised 
environment, it does not control who and 
what is connected to a network. Network 
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Network access security

Access Control plugs this security holes in 
virtualised environments - without impacting 
employee choice or productivity. 

In general, there are three primary ways an 
organization utilizes virtualisation. In each 
case, NAC used in tandem with virtualisation 
can strengthen BYOD security and improve 
employee productivity. 

Use Case 1: This is the most common 
business scenario. In this use case, the 
desktop image lives in the data centre and 
provides access to a limited, isolated network 
that the company makes available to BYOD 
users. It varies by organization, but this 
separate network could include access to the 
Internet and to a single enterprise application 
that can access critical data. Users click on 
a lightweight app installed on their laptop, 
smartphone, tablet or other endpoint device to 
launch the virtual desktop. 

Organizations that adopt this approach 
sometimes assume they don’t need visibility 
and control of the devices connecting to 
the network because the BYOD users only 
have access to a small, isolated network, 
while the main network is off-limits. This 
assumption is incorrect and potentially 
dangerous; it fails to account for the human 
element of BYOD. Users want to be able to 
use all the applications on their devices for 
both personal and business use. Employees 
do not bring their own devices to work to 
simply turn them into a corporate asset with 
a corporate owned operating system (usually 
Windows based) that limits the functionality 
and look and feel of the BYOD device. They 
want to use their own devices to their full 
capabilities and access the Internet and other 
applications via the corporate network. This 
requires full network connectivity. 

Accordingly, IT still needs full visibility and 
control of endpoint devices on their corporate 
networks. NAC fills this gap by providing:

• Network Security: NAC ensures that 
only devices that fit a specific security profile 
can access the network. The organization 
determines the profile, but typically focuses 
on defined devices, OS level, up-to-date 
AV, and other critical security postures that 
impact network security.

• Role-Based Access: NAC automates 
the provisioning of appropriate resource 
access, based on the user and their device. 
For example, when an employee connects to 
the network using a company device, they 
can access a broad set of corporate resources 

according to their credentials. However, if 
the same employee logs on using a personal 
device, NAC will limit access to the virtual 
desktop and isolate the environment behind it. 

• Resource Management: NAC helps 
organizations control and limit the number 
of devices users bring onto the network. 
When employees are able to bring any 
device they want onto this type of network, 
organizations can quickly run out of 
resources. NAC will tell you how many 
laptops, Androids, iPads, etc. are accessing 
the network, and allow automated access 
control based on the type of device.

Use Case 2: In this scenario, the application 
image lives at the data centre. Instead of 
virtualising the entire desktop, this approach 
virtualises only the primary applications 
that the organization makes available to 
employees. When adding BYOD into the 
mix, the user is able to access the specific 
businesses applications virtually, but the 
device itself still needs network connectivity. 
This means that, as in the first use case, IT 
still needs to know what devices are on the 
network and which users are using them. As 
outlined above, NAC plays a critical role 
in this environment, detecting what user 
is requesting network access, what device 
they’re using, and whether or not their 
configuration is secure. 

Use Case 3: In this virtualisation scenario, the 
desktop image lives on the user’s device and 
a low-level OS downloads the desktop image 
whenever the device is powered up. Any 
data that is subsequently added or changed is 
synchronised with the central database in the 
data centre.

From an organizational perspective, this may 
be the most secure, stand-alone virtualised 
environment. IT only has to ensure that one 
OS is secure. This helps the overall security 
posture, but still fails to address network 
security- the initial stage of identifying 
exactly who and what is connecting to your 
network. NAC provides this visibility, while 
enforcing proper access policies. 

A NAC for virtualisation

Now that we’ve examined three general 
cases for virtualisation and how NAC can be 
used to create a secure, productive BYOD 
environment, let’s take a closer look at how 
this plays out in the real world. 

Institutions of higher education have been 
dealing with the BYOD issue for years; they 

can provide useful insight into the problem 
IT managers at organisations of all types 
are now facing. Like many organizations, 
Bryant University adopted virtualisation to 
streamline IT management costs and reduce 
the footprint of its data centre. This provided 
a huge cost savings by moving away from 
managing thousands of individual endpoint 
machines to managing a single desktop 
image in the data centre. This strategy gives 
students, teachers and faculty members the 
freedom to use their device of choice - a true 
BYOD environment. 

However, from a security perspective, since 
all users still required network connectivity 
to access the school’s applications risks 
remained. To deal with the risks, to maintain 
security, the IT team at Bryant implemented 
a NAC solution to automatically detect and 
register every device, authenticate users, scan 
for policy compliance and provision network 
access accordingly. 

Since the implementation of NAC, the on-
boarding process of new devices has been 
rendered a non-event, enabling the IT staff to 
focus their efforts and time on other critical 
projects, instead of being bogged down by 
network access requests and security issues. 

Bryant University is a good example of how 
the implementation of NAC in conjunction 
with virtualisation can plug the blind spots 
that are inherent in a BYOD environment 
and ensure that greater user device freedom 
doesn’t come at the expense of sensible and 
strong network security. l
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